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1. Introduction

ALCASAR is a free and open-source Network Access Controller (NAC). This paper describes how to use it and
how to administer it.

The following screenshot is displayed for users attempting to access an HTTP website. This page is available
in English, Spanish, German, Dutch, French, Portuguese, Arabic and Chinese depending on the browsers
settings. As long as the user is not logged in, no traffic will pass through ALCASAR.

Controle d'accés au réseau

Network Access Control

Gt
p
P 7, N
- Authentification
. Authentication

Sécurité des Systémes d'Information

Information System Security
B Ce contréle a été mis en place pour assurer réglementairement la tracabilite,
I ilite etla des connexior

= That control was Set up regulations to ensure traceability, accountability and
no - ourront étre exploitées que par une autorité judiciaire
e

) ) 4‘&5 Welcome on ALCASAR
The homepage of the portal is available for any browser connected on" €=*!

the network. By default, the URL is http://alcasar.localdomain. From R
there, users can log on, log out, change their password and install the
security certificate into their web browsers. @wmmmm v o

Administrators can access the graphical ALCASAR Control Center
(A.C.C) by clicking the little notched wheel at the bottom right of the

page (or via https://alcasar.localdomain/acc/). P —

This ACC is available in two languages (English and French? via anl
Enfcrypteii flow (HTTPS). An authentication is required with a login name in one of the three following profiles
cf. 87.1):

e profile « admin » can use all the administration functions ;

e profile « manager » is limited to user mana%ement functions ;

e profile « backup » is limited to a backup (of the log files) function.

Authentification requise =2 C S R rﬂ'
1
g Le site https://alcasar demande un nom d'utilisateur et un mot de passe. Le site indique : « alcasar = e —— %
Utilisateur;
=
Mot de passe: it ALCASAR portal System Vital
o snable Iocalhost
Jan 18 20:33:17 3017 GMT
F7
o/o ool © Mageia 2
Number of group(s) [ Uptime 2 minutes
Network protocals filter disable Current Users 1
. . . . . WES antivirus enable Load Averages 0.03 0.06 0.03
Warning : The intrusion detection o and U ier e fox
: B Updated “Blacklist’ January 05 2013
system of ALCASAR will forbid new
. . y g+
connection attempts during 3’ if it [t
d h . f 1 Type Percent Capacity Free used Size
etects three connection failures on Physical Memary ——— 58.31 MB 436,73 MB 455,04 MB
ACC - Kemel + applcations I 57 282.22 MB
. - Buffers o 5% 26.23 MB
- Cached W% 128.28 M8
Disk Swap % 422,07 MB 0.00 KB 422,07 MB
Mount Type Partition Percent Capacity Frec used size
! extd d 0% 280,03 MB 480,48 MB 151 68
fimp extd Jdev/sdat 2% 1.78 GB 3497 MB 181 GB
/hame extd Jdev/sda7 2% 1.8 GB 34,95 MB 1,91 GB
far wetd Idav/sdad - 1.11G8 156.09 MB 1.33 Go
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2. Network settings

Consultation network
Zh)

- ! ! WIFI repeter
- - —_— |
-rs O -
& o ?é
Switch //r// \ IR\\ -
PLC — .
PLC adapter WIFI Access Point
(No routing functions)
Internal network card (No DHCP function)

[y
e
External network card

\ n . | « Multi—WbAlfl »SWitﬁh or routir.l q |
a This optional equipment balances the network load on severa!
= ISP Broadband modems/routers (load balancing).

-
",
Y
«
Y
sEmssmEEEm
.

ISP broadband
. modems/routers

mmni
*

On the ALCASAR network, devices can be connected with multiple technologies (wired Ethernet, Wi-Fi, PCL,
etc.). For all these devices, ALCASAR is the DNS, the time server and the default gateway.

CAUTION : On the consultation network, no other gatewa (routelg should be present.
Verify the WIFI Access Points settings that must be in “bridge” mode.

The IP address setting of the network is defined during the installation process of the portal.

For example, with a class C network (default configuration)

Network IP Address : 192.168.182.0/24 (sub-net mask : 255.255.255.0) ;

Max number of devices : 253 ;

IP address of internal network card of ALCASAR : 192.168.182.1/24 ;

Parameters of connected devices :

o available IP addresses : between 192.168.182.3 and 192.168.182.254 (static or dynamic) ;

DNS server address : 192.168.182.1 (IP address of internal network card of ALCASAR) ;

DNS suffix : localdomain (this DNS suffix must be set in the static address setting of the client device) ;
Default gateway IP address : 192.168.182.1 (IP address of internal network card of ALCASAR) ;
network mask : 255.255.255.0

O O O o
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2.1. ALCASAR settings

You can change ALCASAR network settings in the « system » + « network » menu.

a) IP configuration

Networlk configuration

INTERNET o Interfacei enpls0 v I

Public IP address : 91.160.160.152 et . et O 124
Al ress & e R

DNSn°l:|21227.40.240 | ress |

nterface | enp2s0 v |

IP Address | 192,168.182.1/24 |

—ee——— Gat | 192.168.0.254 |
DNSn°z :[21227.40241 | o R

| Apply changes |
If you modify the private network IP address, you must restart the devices connected on this network.

A You can also change these parameters in a text console by editing the file « /usr/local/etc/alcasar.conf »,
then by running the program « alcasar-conf.sh --apply ».

b) DHCP server

DHCP service

Current mode : enabled

| enabled ~ H Apply changes |
"\ Before disabling the DHCP server, you must write the extern DHCP parameters in the config file (see Documentation)

Static IP addresses reservation

MAC Address IP Address Delete from list
74-D4-35-E2-85-98[192.168.182.2 | ALCASAR

[co-56-27-E8-8480 [192.168.182.4 [AP-inksys

IE
|00—11732—55—90—10 |192.168‘182.3 |I\IA5 |aj
[C

[30-05-5C-8F-4D-AB [192.168.182.5 [Brother .

MAC Address IP Address
BA4-75-0E 93-9A 5E |192.168.182.8 |Switch-cave | _
Ex.: 12-2F-36-A4-DF-43 |Ex.:192.168.182.10/[Ex. : Switch

B4-75-0E-93-DD-96 |192.168,182.9 [Switch-étage | T ] T ]
| I B g ]

|ﬂﬂfﬁﬂ,'42d,ﬂ|:,'l 2_RC |1 a2 1TAR 182 11 |Thcrn\ncfm’ | =

The DHCP (Dynamic Host Control Protocol) server embedded in ALCASAR provides dynamically IP settings
to client devices connected on the network.

You must warn this DHCP server if you have devices that use static IP addresses (servers, printers, WiFi Access
Point, switches, etc.). This avoids IP conflicts.

Be sure that no other router or DHCP server is connected on your network. Or be sure to well knowing how
manage multi-DHCP service (cf. §7.6 to manage the cohabitation with a A.D. © server).

C) Local name resolution

|exemp|e . my_nas |E}:emple :192.168.182.10 |

|my_nas ‘192_168_182_5 ‘ |

Add

| Apply changes | “ | “ |

As ALCASAR is is the name server (DNS) on your LAN, you can ask it to resolve the name of your network
equipment in order you to connect to them easily. In this example, the server which has the address
192.168.182.5 can be joined directly with its name “my_nas”.
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2.2. Users devices settings

a) Network setting

A “User sheet” is available at the end of this manual.
Users only need a system in DHCP mode and a browser supporting « JavaScript ». To be intercepted by
ALCASAR, browsers must try to access a HTTP (not HTTPS) website. The proxy settings must be disabled.

b) Adding bookmark

On browsers, it can be useful to add ALCASAR homepage (http://alcasar.localdomain/) to bookmarks in order
to allow users to change their password, to log in/out or to install the ALCASAR authority security certificate
(see next 8).

C) Installing the ALCASAR security certificate

Some communications between client devices and ALCASAR are encrypted with SSL (Secure Socket Layer)
Frotocol. This protocol needs two certificates created during the installation : the ALCASAR certificate and the
ocal Certification Authority (C.A.) certificate. By default, browsers don't know this certification authority. So,
one of the following page is displayed when they communique with ALCASAR for the first time.

0 = | This Connection is Untrusted e
@ Le certificat de sécurité de ce site Web présente un probléme.

nté par ce site Web n‘a pas été émis par une autorité de

Le certificat de sécurité du site n'est pas approuve |

Nous vous recommandons de fermer cette page Web et de quitter ce site.

© Ciiquez ici pour fermer cette p

Technical Details

& Poursuivre avec ce site Web (non recommandé).

| Understand the Risks
® Informations

« Mozilla-Firefox » « Microsoft-1.E. » « Google-chrome »

Your captive portal main page

Although it is possible to continue to browse, it is recommended to install the
security certificate of this C.A. in browsers so that they don't display these T T ——
pages anymore!. To do that, click the zone «Instal ALCASAR AC -
certificate » of the ALCASAR homepage. For each browser, follow the = sncsicenses [
following steps : fa S—

i~
7Y change your password

ALCASAR Conira Cener (GIRAIE S

) Downloading Certiate

You have been asked to trust a new Certificate Autharity (CA).

. Do you want to trust "ALCASAR-local-CA* for the following purposes?
,SEIeC,t « TruSt th'ls CA to /) Trust this CA to identify websites.
identify websites ». N e

__ Tiust this CAto identify software developers

Before trusting this CA for any purpose, you should examine its certficate andits policy and
procedures (if available).

View | Examine CA certificate

@cancel ¥ oK

« Mozilla-Firefox »

0% de certificat_alcasar_ca.crt de alcasar terminé( =@ [= Sécurité dIntemnet Explorer ==

Assistant Importation de certificat (55

Magasin de certificats

Téléchargement de fichiers - Avertissement de sécurité

[ 'a Un site Web veut ouvrir un contenu Web en
utilisant ce programme sur votre ordinateur

Les magasins de certificats sont des zones systéme ol les certificats sont stockés.

Windows peut sélectionner automatiquement un magasin de certificats, ou vous
écifier lemplacement du certificat.

Sélectionner automatiquement le magasin de certificats selon le type de certificat

@ Placer tous les certificats dans le m: ivant

Magasin de certificats :

4 © véte Rl e Autorités de certification racines de confiance
o T . ) . B « -
1 — click « open » 2 — click « authorize » 3 — click « install the 4 — Choose the store « Trusted root certification

ifi ities »
certificate » authorities

« Internet Explorer 8 » and « Safari »

« Google chrome » : Google Chrome saves the certificate locally (« certificat_alcasar _ca.crt »). Select
« preferences » in the configuration menu, then « advanced options », then « manage certificates » and then
« 1mport » in the tab « Authorities ».

1 You can avoid this manipulation either in including an official certificate in ALCASAR (see §7.4), or in disabling the encr%}ftion of
users authenticatinlgl flow (ACC: menu “system” then “network” or with the script « alcasar-https.sh {--on|--off} »). Disabling the
encryption means that you perfectly manage your ALCASAR network (see §10).
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d) Network configuration in static mode (servers, printers, WIFI access points, etc.) :

For these devices, the required parameters are the following :
»  default gateway : IP address of ALCASAR on consultation network (192.168.182.1 with default settings) ;
»  DNS server : IP address of ALCASAR (192.168.182.1 with default settings) ;
+  DNS suffix : localdomain

Propriétés de : Protocole Intemet version 4 (TCP/IPvd)

Géndral

=]

Les paramétres [P peuvent &tre déterminés automatiguement s votre

pproprés a vorre adminstatew ésesu.

) Obteni une acresse P automatiquement
@ utiser facresse IP suvante |
Adresse P 192185, 382 . 10

Masque de sous-réseau 255 .255 .255. 0

Passerele par défaut :

192,168,382, 1

Serveur DS préfird :

Servew DNS suriisre

7 valder les paramétres en quittant

[oc [ amy

Parametres TCP/IP avances
Paramétres TP | NS | WIS |
cesses des serveurs DS, dans [ordve dtisation

lesquelies TCPIIP et actve. Pour la résolution des noms non quakfics :

@ Ajouter des suffixes DNS principau et spécifiques aux connexions
7] Ajouter des suffxes parents du suffixe DNS princpal
Ajouter ces suffives DNS (dans fordre) :
‘ t

Suffice DS pour cette Mg 1
o Tocaldoman]
Elemegsrer
Utfce e uffe DAS de cette cannexion pour [enregstrement DG

[oc ] [omia |

Windows

e) Time synchronisation

ALCASAR includes a network time serverg
8« NTP » protocol) allowing you to synchronise| - -

to the ALCASAR network.| g
Thus, on Windows or on Linux, you can define
ALCASAR server as the time server by right| -
clicking on the clock of the desktop. Enter

evices connecte

« alcasar.localdomain ».

~ Activer NTP

Serveur : alcasar

Annuler

& Conhguration manuste
Adresse 1P

Masque de sous-réseau

Fasserele

Senveur DHS 1

Serveur ONS 2

o Bwancé

Mageia Linux

Protocele du Temps Réseau (NTP)

Votre ordinateur peut s)
avec un serveur distant via NTP

Réinitialiser

Intel Corporation 82540EM Gigabit Ethernet Controlier

Wauiliez entrer les paraméties réseau
Abtribution automatique de Fadresse 1 [BOOTRDHCP

18216810210
2532952550
1921681821

1921681821

Autorisar las utilsateurs & gérer la connaxion
- Lancer la connexion au Smarage
- hctiver les statistiques réseay

chroniser son horloge |14 2
Fu

Changer le fuseau horaire.

Paramatres IP
Domana racharchi
Chent DHCP

locaidomain
dhchent »
Délal dexpiration DHCF (en sac.)
Récupérerles serveurs YP depuis e serveur DHCP
Récupérerles serveurs KTPD depuis e serveur DHCP
Mo more DHES
Métrique 10
M
- Branchement & chaud du réseau
Ackvar e bunel PG sur Pk

Configurer les paramétres de lheure Intemnet :

7] Synchroniser avec un serveur de temps Internet
-

L'horloge 2 été synchronisée ave alcasarocaldomain le 28/09/2011 &
134,

Serveur:  alcasarlocaldomain

ok

3. Managing users and their devices

3.1. Network activity

IP Adress |

# MAC Adress

1 |54-BEE-75-31-32-FD (Unknown)

User management interface is available in the menu « AUTHENTICATION »).

manage the network activity (disconnect a user, authenticate equipment);
create, search, modify and remove users or user groups;
import user names from text files or from a backup of the users database;

define trusted web sites that can be joined without authentication (exceptions);
manage the auto-registration system using GSM adapter and SMS.

+AUTHENTICATION
b Activity You can :
b Create a user :
FEdit a user .
b Conste 5 +em ty the user database;
kEdit a group .
kImport [ Empiy
kExceptions
k Auto registration
(SMS)

I7-BF-84 (Flextronics International)

_Disconnect

D1 {Lirkenowr)

V1)

¢ COMPLITER: INC.)

Disconnect

7-32-48-FC-EC {Alcatel-Lucent)

Dissociate &P

Temporariy authorize

0C-E0-B6-1A-17-BE (Entrada Metworls)

O00-40-BC-EC-D2-27 (AXIS COMMLE

ICATI

QNG AE)

0C-18-A9-9F- 1E-E8 (BROTHER INDUSTRIES; LTD)

12|172.16.1:40 |0O-10-

74-A7-04-06 (ATEN INTERNATIONAL €3, LTD.)
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3.2. Creating groups

Generally, in order to minimise the administration load, it's interesting to manage user group instead of each
user. For that, the first thing to do is to define the list of users' group to create.

When you create a user group, you can define attributes of all the users of this group. These attributes are taken
into account only if they are not empty. Thus, let the attribute empty if you don't want to use it. For assistance,
click on the attribute name.

Already created group(s) | The group list is empty

Group name

Jun =

Mo Tu We Th Fr Sa |Su

€6 7 8 9
13 14 15 16
20 21 22 23
27 28 29 30

Members of group :
(separate by a 'space’ or a 'carriage return’)

iration date| == ~
Masimmm time of comection |

(in seconds) .
Maxinum time for a session

Maximum time of connection per day |
(in seconds) | -

Maxinmm time of connection per month | _
(in seconds) | -
Number of concurent login| = ~
Weekdy period | = =
Maximum of data uploaded

in octets,
Maximum of data downloaded

in octets
Maxinmm of data exchanged

in octets
Maxinmm upload bandwidth

(in kbits/second)

Maximum download bandwidth

(in kbits/second)

Redirection URL | = ~

n
4

‘Metwork protocols filtering|

Web browsing (HTTP & HTTPS)
Web browsmg Mail et remotesasce

virus & domain Filteris

WEB Antivirus
Blacklist + WEB antivirus
Whitelist + WEB antiviru

Cet attribut définit le niveau de filtrage des protocoles réseau pour un usager :
- Aucun : Tous les protocoles réseau sont autorisés

- Mavigation Web : Seuls les protocoles HTTP et HTTPS sont autorisés

- Navigation Web, Messagerie et serveur distant : Les protocoles HTTP/S, POP3/S,
IMAP/S, FTP, SFTP et SSH sont autorisés

- Personnalisable : La liste des protocoles autorisés est définie dans le menu 'Filtrage' +
'Protocoles”

This attribute defines the protocol filtering level for a user :
- None : All the network protocols are allowed

- Web browsing : Only HTTP and HTTPS are allowed

- Web browsing, Mail et remote server : The protocols HTTP/S, POP3/S, IMAP/S, FTP, SFTP
et SSH are allowed
- Custom : the list of allowed network protocols is defined in the menu 'Filtering' +

User manual ALCASAR-3.14 8/39



3.3. Editing and removing a group

Group : classrooml (-)

Remove all members of this group - [

Liste des groupes

13
2
4
7 —
classroom1 ~
7 Members to remove :| lulu
11 The selected members will be remove from the group. | paulo
Use 'shift’ or 'Ctf for multiple selection || sophie
7 164
& 1264
9 136 Members to add :
w | 4o Separate the members with a 'space’ or a "carriage return’.
11 152

3.4. Creating users

- Login
* When an attribute is defined both for user and for his Croup|The group it emply
group, user attribute takes precedence over group Sumsme and name
attribute. Exmail Address
* When a user is a member of several groups, you can e
set his primary group in the user attributes window (see
next § K Authorired per a.ﬂﬁtheﬁrstmecﬁ:n
. . 1 Seconds) -
* When an attribute prevents a user to log in, a message -
is displayed in his login window (see « user sheet » at Numhet of concurentlogiy| |
the end of this manual). Fitesng| None v
* if you set the “surname and name”, it will be e
displayed in the different administrative e v e
Or:

Note: when creating multiple
-usemame and password arg

TICKET D'ACCES INTERNET o oEh R

Enter the number of users to create

Utilisateur : Alex

Mot de passe : duKbFUo9

Durée totale autorisée : 1 H
Durée d'une session : lllimitée
Durée journaliére : Illimitée

Date d'expiration : 04 - 07 - 2012

Remark : if an expiration date is enabled, one week after this date, the user is automatically deleted. When
a user is deleted from the database, his connections logs are kept in order to be able to impute his
connections.
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3.5. Searching and editing users

You can search users with several criteria (login name, attributes, etc.). If you leave the criteria field blank, all
users will be listed.

Search critesia| Login - Seasch criteria| Special attribute  ~
Vale — T
A Atibute| Expiration date %,

empty = Maximum time of connection(in seconds)
[@ ¢ e Maximum time for a session(in seconds) —

Maximum time of connection per day(in seconds)
Maximum time of connection per month(in seconds)
Number of concurent login

Weekly period —
Maximum of data uploaded(in octets)

Maximum of data downloaded(in octets)
Maximum of data exchanged(in octets)
Maximum upload bandwidth(in kbits/second)
Maximum download bandwidth(in kbits/second)
Redirection URL

The result is a list of users matching your search criteria. Each user's toolbar includes the following functions :

Page d'information personnelle de
dupont (DUPONT Loic)

Préferences du dupont (DUP ONT
L

Nom complet (NOM Prénoni)| DUPONT Leic |
Mad| dupore@loic k|

Service| comptabiite |

Teléphone personnel - |
Téléphons burean| (22000 |
Téléphome mobite|- |

Mot de passe ( modification uniquement ) |
Lemot de passe existe

Durée limite dune session |EEUD
(en secondes)

Durée limite journalitre |1DSDD
(et secondes)

Durée limite mensuelle |
(en secondes)

Périnde hebdomadaire |WKDEUD-1 70

Date dexpiration |20june 2009

Ilembre de
(fe proupe anguel opartient Iusagey e5t suri Ene)

paulette

| Etes-vous certain de voulotr supprimer le user paulette 7 ‘

Etat des connexions pour paulo (-

)

Fermeture des sessions ouvertes
pour 'usager : dupomt

L'utihsateur est en ligne depuis (2002-01-06 22:58:30

L'usager dupont a ] session(s) ouverte(s)

Ftes-vous cettain de voulois a fermer ?

Durte des connexions

Serveur aleasar-rexy (182 168.182.1)

Port du serveur 1
@MAC de la station cliente  [08-00-27-E7-EA-89
Upload not avalable
Download not available

L'utilisateur peut s'identifier pendant unhimited
time

Sessions autorisées
Analyse pour rrey

Description complete de
T'atiligateur

Dates du2007-12-03  2008-05.11

’; Inggedin session time wpload download server terminate cause callerid

1| 20071226 141102 17 minwtes, 13 seconds 085MBs | Té5MBs | aloasar-cirisi3 User-Request 00-0D-56-85-25-0F
J007-12-0315:07-29 10 winutes, 3 seconds | 45771KBs | 293MBs | alcasar-clitisi? User-Request 00-0D-36-D9-B3-98
007-12-0313:55:30 13 minwtes, 20 seconds 131MBs | TH3MBs | alcasar-cinesd User-Request 00-0D-36-D-BS-98
£1 minuies, 4 seconds 241 MBs| 1821 MBs

Check Password

Pasword || |EeR]

Total pages

Utilisateur ~ déhutdate  findate nhrjpage classé le

ey M071203 20080511 10 @ plusrécemenprem\evﬂ

mensuel | hebdomadaire

nene
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3.6. Importing users
In the ACC (menu « AUTHENTICATION », « Import ») :

a) From a user database backup

Import from a saved users database file (SQL format)

When you import a user database backup, the current database
Wlll be emptled. Because thlS database needs to be pFOVIded i oxder o impute the fast connections. the actual users database will be automaticly saved

case of inquiry, a backup is automatically done (see 8§87 tofu .- Parcourr.
retrieve this backup). | Send

b) From a text file (.txt)

This function allows you to easily add users to the current database. This text file must be formatted like this :
one user login per line followedy (or notl) by a password separated by a space. Without a defined password,
ALCASAR creates one randorn%y. This file can come from a spreadsheet application :

- from the « Microsoft Office suite », record the file in « Text (DOS) (*.txt) format» ;

« from the « LibreOffice office suite », record the file in « Text CSV (.csv) » format and remove

separators (option « edit filter parameters »).

Once the file is imported, ALCASAR creates each new account. If the login name already exists, the password
is just changed. Two files in « .txt » and « .pdf » format, including login names and passwords, are created and
displayed in ACC for 24 hours. They are saved in the directory « /tmp » of ALCASAR (.pwd extension). These
files are removed if you reboot ALCASAR.

Import from a text file (".txt")

In this file, you must write only the user login one below the other
Logins/passwor

File () Aucun fichier sélectionns. ® 20130127-114053-users-fist (xt - pdf)
: — : - * 2015012711022 fist (tut - pdf)
BN Senuee i b -] ® 2015012711421 2-users fist ( tut -
: » 20150127-112507-tst ( it - pdf)
Sl ® 20150127-113556-users fist (it - pf)
enseignants

3.7. Emptying the user database

This function allows you to delete all the users in one click. A Reset the users database
baCkUp Of thlS database 1S automatlcally dODe. See §7 tO FetI'leVe thEIn order to impute the last connections, the actual users database will be automaticly saved

backup. See previous chapter to reinject it. —

3.8. Authentication exceptions

By default, ALCASAR stop the network flow from equipment where no user is authenticated.
Nevertheless, you can define some exceptions in order to :

« allow auto update of antivirus and auto-update of operating systems (See §11.2) ;

+ to access a server or a security zone (DMZ) located behind ALCASAR ;

+ to allow some devices to not be intercepted.

a) Trusted sites
Trusted Internet domain names

Manage Internet domasn names that can be joined without authentication

Link displaved in intercept
page

Rmm?'c from Deomain names Link displayed in intercept
list page

‘ Domain names |

free fr | il exemplel :

. exemple] : mydomain
www.mydomain com

|u'\1.".\'.a.'lcasa:r.net [ﬂ]casar website | [l e T Let empty to not display link
|\1'ww wikipedia org ['.ﬁkjperjja | | |[ to list |
_ Apply changes | '

In this window, you can manage trusted site names or trusted domain names. In case of a domain name, all the
SA NN 1%

linked sites are allowed (example : « .free.fr » allows “ftp.free.fr”, “www.free.fr”, etc.).
You can also decide to display theses sites on the ALCASAR interception page displayed to users.
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b) Trusted IP addresses

Manage systems addresses or networks IP addresses that can be joined without authentication

Trusted IP addresses Comments
|Tmsted]P addresses |Comments |Remo\'e from list exemplel - 1702523 10 my_web,_server
192.168.182.3 my fas | | exemple2 : 15.20.20.0/16 my_dmz
Apply changes ‘ | | Addto list

In this window, you can manage trusted IP addresses or trusted network (11p addresses (a DMZ for example). The
network protocol filtering, if enabled (see § 4.2.c), has no effect on the addresses mentioned here.

C) Trusted devices

It is possible to allow some devices situated on the consultation network to go through ALCASAR without

being intercepted. In order to do that create a user whose name is the MAC address of the device (written like

that : “08-00-27-F3-DF-68") and the password is “password”. It should be borne in mind that in this case, traces

of connection to the Internet will be charged to the device (not to a user).

To display more information than onl?/ the MAC address, you can add user g s
i

information in the “user info” menu (like in the following screenshot). oIy e e (e i M LA
2| 48-5B-39-4D-0D-77 (PC profs) | 7 Bi<of @

3 fabien_y LB eleves

a jerome_m LB eleves

laurent_t LB eleves

3.9. Auto-registration via SMS

a) Purpose, principle and prerequisite

The objective of this module is to provide to the users a self-registration, while respecting the “french” legal
requirements. In order to work, tllw)is module required a GSM modem (also called “3G/4G key”), and a
subscription to a mobile operator.

How does it work? The user who wants an ALCASAR account in order to access to the Internet send a simple
SMS to the number of the ALCASAR GSM modem. The SMS content is the password, and the phone number
of the user is the login. When the SMS is received by ALCASAR, the account is created.

During our tests the following GSM modems were used :

. Wavecom Q2303A Module USB

~ 40€ 1 [

Connectivity: USB b

Power: USB 2 ;

No issue. -~ —

Connection speed : 9600 bauds [
onfig(l)lration : at9600Huawei E180

~ 30€

Connectivity: USB

Power : USB

Little issues with the Huawei firmware.
Connection speed : 19200 bauds

L]
0o o o o oo o o o o

- Wavecom Fastrack suprem 10

o ~60€ .
o Connectivity: RS-232 (with an RS-232/USB link) .
o Power: Power mains f"
o No issue. ¥

Connection speed : 115200 bauds _
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b) Enable the service

*~AUTHENTIFICATION
PCréer un usager
»Editer un usager

b Créer un groupe -
»Editer un groupe litatus of your device
st [No device detected |
»Activite

b Auto enregistrement (SMS

A If a valid 3g key is connected (don't start the service before entering all the information !!!) :

Status of your device

”Connect\on : at115200 || Configuration : Valider

Your 2g key is connected

= Signal strength|[Device IMEI[Number of SMS received

EE

[service status

=

Gammu is down

Configuration Current configuration

Phone number (3g key)

Duration of a ban (for example, after X try) m m

Phone number 0 Reason Expiration date Action

No matching records found

Ne matching records found previous next

™ This number must be written as the international pattern: +xxXYYYYYYYYY. « xx » for country indicative.
«YYYYYYYYY » for the ]E)hone number (9 digits). This number will be written on the user information page
(see next §). Example : for the French number “0612345678” the international number is “+33612345678”.

@ Be careful, if the PIN code is wrong, the SIM card will be locked. In this case, follow the instructions in the
documentation “alcasar-2.9- technique.odt - §8.2 Auto-inscription par SMS »” to unlock it.

© This field gives a value (in days) for a valid account.

@ A policy aﬁamst the spam has been implanted :
. tl}llurn er of tries allowed by phone when receiving an invalid password (just one word in the content of
e SMS).
- If the number of tries is exceeded, the % one number of this user will be banned for a time (in days).
Each phone number ban will be ignored by ALCASAR.

% Each 3% key has a different baud rate transfers. See ﬁrevious chapter to find the rate for the 3g keys we have
tested. A bigger list of configuration can be found on : http://wammu.eu/phones/

If all is set correctly, you can start the module with the “starts” button.

Service status Signal strength Device IMEI |[Number of SMS received

E Gammu is running||| Start Stop .||| - B0 % 353805013215525 0

This table shows the status of the service, the signal strength, the IMEI number and the number of SMS
received (reset when the service is stopped).
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C) User interface

Once the service is started, the interception Faie provides an additional link « Auto registration ». The
ALCASAR main page displays also a dedicated link (http://alcasar.localdomain).

Cl)
@ Ouvrir une session Internet
st l:l

Tnstaller e certificat racine 3
Authenticaf Auto registration /‘1“
\—@ > 1y

/'m’ e

Auto Enregistrement par SMS

Cvo

Page d'auto enregistrement

Bienvenue sur la page d'aute enregistrement

Le portail au de vous connectez offre la possibilité

a0 cominnnosn ooz | This link gives some information about the SMS account already

omatiq
SMS 2u numéro (prix d'un SMS, nen surtaxé

AT S created. Moreover, each user can have some information on the status
% of his phone number.

Votre SMS ne deit contenir qu'un seul mot.
Ala suite de votre inscription, vous pourrez retrouver votre numére
de téléphone dans le tableau ci-dessous. avec Métat et la date
d'expiration de validité ou bloguage de ce dernier
Le champ de recherche ci-dessous vous permet de rechercher votre numéra suivant les 5 derniers
chiffres

Montrer |10 ¥ | résultat par page Recherche (5 dernier chiffre) I:l

Humero de téléphone & Etat de votre numéro Expiration du bloquage

P Numéro blogué: nombre d'essai dépassé. 13 June 2014 d) Accounts management [administration]

336%xx18961 Numéro bloqué: nombre d'essai dépassé. 13 June 2014

3.ume 20 Each account created by the auto-registration module has just one
12 e 2038 attribute : the expiration date. These accounts belong to the users
Moméroboqut: nombre dessa dipassé. 13 re 2014 group “sms”. So, if you want to set an attribute, you can edit the
tmere toa pombre dessaldipassd T3 e 203 “sms” user group (see 8§3.2). These accounts are not seen in the

3338061 Numéro blogué- nombre d'essai dépassé 13 June 2014 .
= standard user management section of the ACC.
33p*xxx38961 Compte actif 13 June 2014
336038961 Numére blogué: nombre d'essai dépassé. 13 June 2014
33p*xxx38961 Compte actif 13 June 2014

icns a page 1 sur 3 reseen 1 2 > ssen | This table gives the state of phone number which have sent one or
more SMS. If you click on delete, the account (if it is already
available) will be deleted, and the user can ... o+

Recherche :
create an account again. Mmeo bate dexprtion
336 Un compte a été créé 13 une 2014 | Effacer |
336 Un compte a été créé 13 June 2014 | Effacer |
. . 236 Le nombre d'essais maximum a été dépacé 13 June 2014 m
e) Country filtering — —
By default, the SMS auto registration _
module allows only French numbers™ " R AR B Ba e
(country code: +33). A web interface is
available to change the level of filtering: EEL B —
- only French numbers :
« only European numbers b - -
« Allow every numbers °
« Personal configuration: the administrator =" - b
can authorise a personal list of countries. = °
o o s
Anguill +1264 )
Antigua et Barbuda +1268 <)
f) Error messages [administration]
Cannot listen the ttyUSBO port. You GSM modem is probably used by another program.
Timeout. Cannot connect to the GSM modem. The GSM modem has been disconnected.
An issue with your Sim card was detected. Is it in the key? The Sim card is not in the GSM modem.
Warning, during the last startup, the PIN code was wrong.The Sim The PIN password is invalid. The SIM card is maybe blocked. Please instructions in the
card must be blocked. Please read the documentation. technical documentation of ALCASAR (88.2 - Auto-inscription par SMS ».
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4. Filtering

+FILTERING ALCASAR has several optional filters:
b ket - a blacklist and a whitelist of domain names, URLs and IP addresses;
Sy - an anti-malware on the WEB flow;
»Whitelist - afilter for network protocols.
»Protocols The first filter was developed at the request of organisation likely to welcome young people
(schools, secondary schools, recreation centers, etc.). This filter can be compared to the
parental/school control system. You can enable or disable it for each user (or
group of users) by modifying users or groups attributes (see §3). Fiteing| = ~ | None -]
Domain names, URLs and IP addresses are referenced in two lists. —
- Either you operate a whitelist. The filtered users using that list can access
onlﬁf the sites and IP addresses of the whitelist
- Either you operate a blacklist. The filtered users using that list can access
all the sites and IP addresses except those of the blacklist.
On ALCASAR, this filter runs on all network protocols. For example, if the domain name “warez.com” is
blocked, all protocols for this domain will be blocked (HTTP, HTTPS, FTP, etc.).
ALCASAR uses the excellent list (black + white) drawn up by the University of Toulouse (France). This list
was chosen because it is distributed under a free licence (creative commons) and its content refers to France. In
that list, domain names (eg www.domaine.org), URLs (eg www.domaine.org/rubriquel/page2.html) and IP
addresses (eg 67.251.111.10) are listed by categories (games, astrology, violence, sects, etc.). The ACC allows
you :
+ to update that list and to define the categories of sites to block or to allow;
- torehabilitate a blocked site (exemple : a site that was banned, was closed and purchased by new people);
+ to add sites, URLs or IP addresses that are not in the list (CERT alerts, local directive, etc.).

Antivirus
Blacklist+ antivirus
Whitelist+ antivirus

This filtering system can be enabled by user (or by users group). When enabled, it is linked with an anti-
malware that can detect a lot of type of files (virus, worm, phishing, etc.) which is updated every 4 hours.

4.1. Blacklist and Whitelist
a) Updating the list

To update the lists, download the latest version of the list of the g
University of Toulouse (France) and install it. Once the file iS[oumsashetsvesin et o
downloaded, ALCASAR calculates and displays its fingerprint.

Then, you can compare this fingerprint witz the one Listversion January 05 2013
available on the website of the University of Toulouse. If the [ seifmzpen ot dovatoasedbiaces SEERSGAISTTL

[Venfy it with this nk (line ‘blacklists targz) idsiut-c

two are identical, you can confirm the update. Otherwise,| ueuememeso |zt ommer

discard it.
b) Editing the blacklist
INumber of filtered domain names : 84482

You can choose categories to filter and restore or add sites to the « blacklist ». v i

Domain names : 1248186, Url : 54296, Ip : 214557
Select the categories to filter mEPorn/proxy

1337games net/proxy/

Some redirector sites, which are used to circumvent filtering.

arjel astrolog audio-video  |blog celebrity |chat cooking filehosting [financig forums
'games lingerie manga mobile-phone publicite |radio reaffect; shopping |social_networks |sports
webmail adult agressif dangerous_material datmg ’m gambling hacking malware marketingware
= ~ = " o o v = = mymyspaceproxy
mixed adult |phishing redirector ren ol sect strict_redirector |strong_redirector |tricheur warez
=] = = — = ek)se\g;ogh |
123 netfindex html/

lamerica22.ns
jandreuwtchin.comproxy/

Close

By clicking on the category name, you display its definition and the number of domain names, URLs and IP
achresses it contains. By clicking on one of these number, you display the first 10 values.

You can rehabilitate domain names or IP addresses.

You can add domain names or IP addresses directly in the ACC or by importing text files. These files can be
enabled, disabled or removed. Each line of these test files can be a domain name or an IP address.

As an example, ALCASAR team brings a first file with all the access nodes of the TOR network. This forbid
the access to this anonymous network

Info: if you want to test site filtering or site restoring, remember to clear the cache memory of the browsers.
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C) Special blacklist filtering :
The b'laCkliS'[ haS two SpECial fﬂ'[e'I‘Sf aVailable for HTTP PrOtOCOI- DEiltemgL'RLsthatcmtamanIPaddressmsteadafadmnmnnmne (te: hittp://25.36.38.39/ndex htm)
The f!'rSt one blOCkS URLS COHta].nlng an IP address lnStead Of a DEnab]mgs:hoolpa:emalcommlforﬂleseax:hengmesgoegle‘j.'ahoo,bing1neta:ra\"lermd\'outub&
domaln name. . [For Youtube, enter your ID here : (link to create 2 Youtube Id)
The second one exclude results from Google search engines thatr

. . " " . ave thanges
may not be suitable for minors ("Safe search" function).
M 13 » M

It WOI'kS Wlth YOll.TUbE Only lf you get a Y(:)UTUbe ID ° Option A: ajouter une nouvelle régle d'en-téte HTTP
For that, VISIt : htt //WWW outube.com/educatlon SIZNUD. woifiez votre fitre de matériel ou vos parametres de serveur proxy pour que tout le trafic Sortant vers youtube.com
Once your YouTube account is Created, copy the ID in the contienne renéte HTTP personnalisé suivant. L1D a utiiser dans la configuration de en-t&te HTTP, écrit ci-dessous,

est propre au réseau de votre établissement scolaire. Si votre établissement est bloqué au niveau du quartier, cet

ACC and Save the Chaflges- en-téte HTTP sera propre au réseau du

d) Editing the Whitelist
I T e —

Domain names : 9087, Url : 0. Ip : O
Select the categories to allow

bank child cleaning jobsearch liste_bu press sexual_education
4 4 4 o =3 o &

Domain names or IP to add to whitelist

Allowed domain names Allowed IP
Enter one IP per row (example : 123.123.123.123)

Enter one domain name per row (example : .domain.org) or a network address (example : 123.123.0.0/16)

Save changes

As for the blacklist, you can select categories and add your own domain names and IP addresses.
Note : “liste_bu” is a category used by French students (bu=bibliotheque universitaire=university library). This
category contains a lot of useful websites validated by teachers and learning teams.

4.2. Customized protocols filtering

If {}/ou have enabled the network protocols filter named “customized” (see. §3.2 & §3.4), it’s here you can
define the list of protocols you authorise. A list of standard protocols is presented by default. You can enrich it.

Custom network protocols filter

You can custom the network protocol filtering here. You can assign it to a user (create/edit a user)
|- |icmp | dJ |
|22 |ssh | (] | (]
|25 |smtp | ] | (]
T c_ o
|143 |ir‘r|ap2 | U | U ‘ ‘ ‘ Add to the list
|220 |imap3 | O | O
|443 |http5 | [ | O
631 ||pp | J | OJ
|995 |pop35 | dJ | OJ

Save changes

- ICMP is used for example by the «ping» command.

« SSH (Secure SHell) : to allow secure remote connections.

- SMTP (Simple Mail Transport Protocol) : to allow emails to be sent from a thick client (outlook,
thunderbird, etc.).

«  POP (Post Office Protocol) : to allow thick clients to download emails.

« HTTPS (HTTP secure) : to allow secure web surfing.
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5. Access to Statistics

«~STATISTICS  Statistics are available on the ACC (menu "statistics"), after logging in.
This menu provides access to the following information:

Puser/day - number of connections per user per day (updated every night at midnight);
» connections « connection status of users (updated in real time);

: + daily load of the portal (updated every night at midnight);
>daily use + global & detailed network traffic (updated every 5 minutes);
» global trafic «  security reports (updated in real time).

» detailed trafi i
SE8lSCISIE 51, Number of connections per user per da

ksecurity
This page displays, per day per user, number, connection time and volumes of data
exchanged.
Please note: the volume of data exchanged is what ALCASAR sent to the user (upload) and what it received
from the user (download).

Number of A Volume of data
User name ; Cumulative time
connections exchanged

67 | 2007-06-04 | chillspot lyon Ir 3 34 minutes, 58 seconds 151 MBs | 52.37 MBs
| &6 | 2007-06-04 | chilispot.lyon.fr 3 17 minutes, 38 seconds 0.78 MBs 3.15 MBs
=) 2007-06-04 | chilispot.lyon.fr 3 32 minutes, 4 seconds 1.84 MBs 12,61 MBs
ED 2007-05-30 | chilispot.lyon.ir P 3 hours, 50 minutes, 26 seconds 3.25 MBs 17.91 MBs
EQ 2007-06-01 | chilispot.yon Ir 4 57 minutes, 16 seconds 4.04MBs | 23.44 MBs
|72 2007-05-31 | chillspot.yon fr 4 1 hours, 20 minutes, 26 seconds 6.80 MBs | 26.79 MBS
|73 2007-05-30 | chilispot.lyon.ir 4 50 minutes, 32 seconds 4.03 MBs | 29.53 MBs
|74 | 2007-05-30 | chilispot yon Ir 4 32 minutes, 49 seconds 179 MBs | 11.75 MBs
[75 | 2007-06-05 | chilispot.lyon.fr 5 21 minutes, 22 seconds 1.97 MBs 71.12 MBs
|76 | 2007-05-31 | chillspot.yon.fr 5 1 hours, 12 minutes, 26 seconds 0.88 MBs 471 MBs
|77 | 2007-06-01 | chilispot.lyon.ir 5 1 nours, 3 minutes, 25 seconds 1.41 MBs 59.74 MBs
EQ 2007-05-30 | chilispot.lyon.Ir 6 25 minutes, 10 seconds 186 MBs | 61.05MBs
|79 | 2007-06-04 | chillspot.lyon. fr B 1 hours, 11 minulos, 4 seconds 6.33 MBs | 39.43 MBs
= 2007-06-05 | chilispot.iyon.ir 7 33 minutes, 45 seconds 1.40 MEs 9.79 MBs
Ea 2007-05-31 | chilispot.iyon.Ir B 1 hours, 2 seconds 0.83MBs | 32.22 MBs
[a2 | 2007-05-30 | chilispot.lyon.fr 10 3 hours 17.60 MBs | 39.65 MBs
|83 | 2007-05-31 | chillspot.yon. fr 14 3 hours, 51 minutes, 40 seconds 263 MBs | 15.65 MBS
start time stop time pagesize SO by order

peoros-0s|[10 =] [connections number =] [ascending | [[Show|
©On Access Server: User
[ai |

5.2. Connection status of users

This page lists login and logout events from the portal. An input box allows you to specify your search and
display criteria.

With no search criteria, the chronological list of connections is displayed (since the installation of the portal).
Please note: the volume of data exchanged is what ALCASAR sent to the user (upload) or what it received from
the user (download).

Afficher les attributs suivants : Critére de sélection -
Accounting Stop Delay —-Attribute-- =
AcctAuthentic
Calledstationid
Caller Id

Client IP Address

Classé par :
Accounting Id =

Nbr. Max. de résultats retourne

o

Envoyer
Example of search Nol : Display, in chronological order, of the connections established between June 1 and
June 15, 2009 with the default display criteria:

Joumal des connexions

Afficher les attributs Critére de sélection : - P - Eo— -

Accounting stop Delay 1= ke = 19216818210 | 443,61 KBs | 2009-0520 11:19:54 | 2009-05-20 11:32:34 12 minutes, 40 seconds 1152 MBs
AcctAuthentic Login Time [>= =/l2009-05-01 | del | " Toz1e8 18222 166 MBs | 2000-06-03 18:24:20 | 2009-06-03 18:44.20 20 minutes 3355 MBs
g:“:?fga“”‘d Login Time [<=  =/(2009-06-15 [del |~ 102168182120 | 46.12 MBs | 20090603 18:58:23 | 20090604 09:3901 | 14 hours, 40 minutes, 38 seconds | 1.10 GBs
Crent Ip Address 3 102.168.16210 | 38161 KBs | 2009-06-04 12:58:10 | 2009-06-04 13:06:08 7 minutes, 58 seconds 1.7 MBs

19216818210 | 400.14 KBs | 2009-06-04 13:41:20 | 2000-06-04 13:43:45 2 minutes, 16 seconds 155 MBs
(EINEEAI N 102168.182.10 | 327.07KBs | 2000-06-04 14:50:24 | 2000-06-04 15:22:37 32 minutes, 13 seconds 1.20 MBs
fecounting i hd 19216816210 | 9693 KBs | 2009-06-04 15:23:13 | 2009-06-04 15:37:46 14 minutes, 33 seconds 14314 KBs 1
R R — 19216816210 | 286.75 KBs | 2009-06-04 15:38:37 | 2009-06-04 16:20:42 42 minutes, 5 seconds 375.28 KBs 1
refoumneés : 192.168.182.129 10.33 MBs | 2009-06-04 16:29:46 | 2009-06-04 19:15:48 2 hours, 46 minutes, 2 seconds 46362 MBs I
40 107 1RR 187 110 120717 ¥Re | 20nna.nRna 15720 | 2nnacnRona 189517 1 hanre 77 minntac 8 carnn, Ae R &7 MRe [

Envoyer
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- Example of search No2 : Display of the 5 shortest connections during the month of July 2009 and with the
IP address “192.168.182.129". The display criteria include the cause of disconnection but not the volume of
data exchanged:

Afficher les attributs Critere de selection :
JEULYAILER --Attribute-- =
Login Time <= = |[2009-07-31 del 192.168.182.147 2009-07-01 14:08:30 1 minutes, 2 seconds User- Request
Client P address 102203 182147 4o 102.168.182.147 2009-07-21 105719 | 200907-21 105826 | 1 minutes, 7 seconds Admin-Reset
Csl:::‘:inTne = 192.168.182.147 2000-07-01 16:21:43 2009-07-01 16:23:00 1 minutes, 17 seconds User-Request
Nox. Max. do rosuitots 192.168.182.147 2000-07-07 09:50:35 2009-07-07 09:54:02 Jminutes, 27 seconds User-Request o
"5"/“7“"‘“ : 192.168.182.147 2009-07-01 17:50:50 2009-07-01 17:54:30 3 minutes, 40 seconds User-Request o
Envoyer

5.3. Daily use
This page allows you to know the daily load of the portal.

usager sur le serveur

|zoos~11 23 |2009 11-30 o ED _?,_-

Thursday, 14 January 2010, 18:26:58 CET Période observée
20085-11-23 3 2009-11-30

Statistiques d'utilisation journaliére

Statistiques pour tous les usagers

Champs = — —_— =
e Nbre de sessions ~ Temps dutilisation total = uploads

Analyse journaliére

date sessions temps d'utilisation total uploads

2009-11-23 |266 | 72% 07:02:12:03 | 85% 3.72 GBs | 32%

2009-11-24 |266 | 72%
2009-11-25 (314 | 85%
2009-11-26 |305 | B3%

I
05:06:42:09 | 63% 366 GBs | 319%
07:00:29:46 | 4% [N | 5.96 GBs | 52%
07:18:28:08 | 93% | | 573 GBs | 50%
I
I

2009-11-27 |366 [100% 08:07:32:27 (100% 10.59 GBs| 92%

2009-11-28 |235 | 64%
2009-11-29 (253 | 69%
2009-11-30 280 | 76%

05:02:06:34 | 61%
05:06:26: 55| 63%
07:09:22:28 | 88%

11.45 GBs[100%
9.85 GBs | 86%
7.29 GBs | 63%

Récapitulatif journalier

sessions temps d'utilisation total uploads

maximum 366 08:07:32:27 11.45 GBs

moyenne 286 06:15:40:04 7.28 GBs

récapitulatif 2285 53:05:20:30 58.25 GBs

5.4. Global and detailed traffic
Global traffic

Internet Traffic data for Internet outbound (enpls0)
autheun summa Traffic data for enplsO
hours 160M
days 144M
months 128M - I
112M
96M i
B0M
B4M i il
48M !
32M - |
16M -
121 2 3 4 5 6 7 8 9 101112 1 2 3 4 5 6 7 B 9 10 11
O bytes in E bytes out
Last 24 hours
In Out Total
1lpm - 12am 239.00 KB 160.00 KB 399,00 KB
10pm - 11pm 4.84 MB 1.45 MB 6.29 MB
gpm - 10pm 73.67 MB 4.96 MB 78 63 MB
8pm - 9pm 146.27 MB 5.53 MB 151.80 MB
7pm - Bpm 45.87 MB 3.81 MB 49,69 MB
6pm - 7pm 5.92 MB 926.00 KB 6.83 MB
Spm - 6pm 13.75 MB 1.62 MB 15,37 MB
4pm - 5pm 19.90 MB 2.70 MB 22,59 MB

This graph allows to show network statistics by the hour, day, month.
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Detailed traffic

This page shows the statistics for outbound network traffic (by day, by the week and by the month). The

are updated every 5’.

data

;- Homem| , Graphs | Details | Alerts | Stats | Plugins | live Bookmark URI Profile: |live v

Overview Profile: live, Group: (nogroup)
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The “details” menu allows you to zoom on a particular time slot. For the HTTP flows, network IP addresses

are hidden and replaced with the IP address of ALCASAR.

Profile: live

TCP ICMP other

ot wap 18t
s

02,

T 3 we L

Mon Dec 16 09:45:00 2013 Flows/s any protocol

Flows/s any protocol

lun. 06:00
B ipt_netflow

mar. 00:00

PortTracker

Netflow Processing

Source: Filter: Options:
ipt_netflow List Flows * Stat TopN
Top: 10 v
Stat: DST Port v order by bytes v
2 Limit: _J |Packets v [>v O S
_AllSources | and | <none> v, Output: | /1Pv6 long

Clear Form | |_process

#* nfdump -M /var/log/nfsen/profiles-data/live/ipt_netflow -T -R 2013-12-16/nfcapd.201312160945:2013
nfdump filter:

any
Top 10 Dst

Port ordered by bytes

Date first seen Duration Proto Dst Port  Flows(%) Packets (%) Bytes (%)
2013-12-16 09:44:48.692 26689.479 any 80  50589(86.6)  730755(98.9)  61.3 M(99.2)
2013-12- 4.617 26683.314 any 443 5180( 8.9) 5217( 0.7)  322601( 0.5)
2013-12- 115 5470.785 any 21592 150( 0.3) 186( ©.0)  12097( 0.0)
2013-12- 0.241 4963.755 any 1030 12( 0.0) 106( 0.0) 8351( 0.0)
2013-12- 3.685 281.302 any 27019 120( 0.2) 120( 0.0) 5120( 0.0)
2013-12- 6.645  19.331 any 60225 1( 0.0) 40( 0.0) 3145( 0.0)
2013-12- 2.985 2.051 any 27017 46( 0.1) 46( 0.0) 2944( 0.0)
2013- 2,985 2.051 any 27018 46( 0.1) 46( 0.0) 2944( 0.0)
2013-12- 1 5.640 22558.334 any 993 43( 0.1) 43( 0.0) 2729( 0.0)
2013-12- 8.632 20569.346 any 21 31( 0.1) 33( 0.0) 1980( 0.0)
Summary: total flows: 58436, total bytes: 61.8 M, total packets: 739076, avg bps: 18520, avg pps: 27

Time window: 2013-12-16 09:44:48 - 2013-12-16 17:09:38
Total flows processed: 58436, Blocks skipped: 0, Bytes read: 3049352
Sys: 0.024s flows/second: 2337814.1 Wall: 0.020s flows/second: 2851927.8

Port Tracker

The “plugins” menu shows the network traffic
based on the traffic protocol (port tracker). You can see
the grotocols currently in use (“now”) or all protocols
used during the last “24 hours”.
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TCP Packets TCF Bytes UDP Flows

UDP Packets

AN

Sun Dec 15 15:55:00 2013 - Tue Dec 17 15:55:00 2013 - TCP Flows
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M Port 80 | Port 443 O Port sale O Port 65533 | Port 65532
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SURFmap is a plugin which gives the possibility to

have a visual of all the flows (not only HTTP). Your
web-browser must be connected to Internet to -
retrieve the base map!!!

Different filters are available in the Menu : number of
flow, begin and end date, show just the flows of one
@ip (“src host 123.123.123.123”)

Do not enter a huge value of flow. More this value is
high, more the time of process is high.

The “Auto-refresh” checkbox refresh this page each 5~ O
minutes. i 7

5.5. Security Report .=
S

ThlS page displays three safety information identified by ALCASAR:
The list of users disconnected due to a MAC address spoofing of their device;

+  The list of malware intercepted by the 1ntegrated antivirus;

+  The list of IP addresses banned during 5’ by the intrusion detection system. The reasons can be : 3
successive SSH connection failures — 5 successive connection failures on the ACC — 5 successive login
failures for a user — 5 successive attempts to change password in less than one minute.

Adresse(s) MAC usurpée(s) (Watchdog)

Isconnect the user (
sconnect the user |

alcasar-watchdog : Alcasar
alcasar-watchdog : 1005 usurped (54-04-A5-1E-F7-0B). Alcasar
alcasar- waL:hdsc_; 117 100s usurped (54-04-A6-1E-F7-DB). Alcasar disconnect the user {
alcasar-watchdog : 0.10is usurped (54-04-A6-1E-F7-DB). Alcasar disconnect the user {
alcasar-watchdog : 1;? 16.0.10 is usurped (54-04-A5-1E-F7-D8). Alcasar disconnect the user |
alcasar-w dog: 172.16.0.10is usurped (54-04-A6-1E-F7-DB). Alcasar disconnect the user (
alcasar-watchdog : 172.16.0.10 is usurped (54-04-A6-1E-F7-DB). Alcasar disconnect the user (
alcasar-watchdog : 172,16.0.10is usurped (00-24-81-12.52-01). Alcasar disconnect the user (

Virus blcnquE{S} {HAVPJ

2013 Aug 30 18 16:‘3 127.00.1 v—T2CID http:/fsecurite-| |"|fcrmat|cxue infogvi ru‘l"'l an‘dc.\nnloadfalcar niveaul zip 2"5+ T4 VIRUS ClamAv: |:|"arTe=t Slqna ure

20130ct 03 10:15:29 127.00.1 CET 200 http:/fam4-r1f9-stor0S.uploaded.net/dl/efb34de0-af7b-4851-81d0-caad2cada2ed 29945000632 VIRUS Clamav: Win.Trojan.Agent-108073
2013 0ct 03 11:30:49 127.0.0.1 GET 200 http:/fwww.hackerzvoice net/ceh/CEHvE%2 OModule%%2 008%2 0Trojans%2 0and% 2 0Backdoors/valvnet20b2 zip 298+ 1484772 VIRUS ClamAy:
Trojan Netbus.KeyHook170

2013 0ct 03 11:31:39 127.0.0.1 GET 200 http:/fwww.hackerzvoice net/ceh/CEHVE%%2 OModule%2 008%2 0Trojans%20and% 2 0Backdoors/Nuclear% 20RAT% 2 0Trojan/client exe 3084852
ClamaAv: Trojan.Dropper.Delf-152

2013 0ct 03 11:42:33 127.0.0.1 GET 200 hitp:/fwww.drivehq.com,
2013 0ct 07 16:07:52 127.0.0.1 GET 200 http:/y
2013 Oct 07 16:09:53 127.0.0.1 GET 200 http: /it

ffolder/p7275651/1833479246,aspx 471+ 182652 VIRUS ClamAV: PHP.C99-5
305+5001325 VIRUS ClamaAy: PHP.Optix
305+5001085 VIRUS ClamaY: PHP.Optix

Adresse(s) IP bloquée(s) (Fail2Ban)

2013-08-25 11:52:51,640 fallzban.actions: WARNING [ssh-[ptables] Ban 172.16.,0.12
> 2013-09-25 12:02:52,370 fail2ban.actions: WARNING [ssh-iptables] Unban 172.16.0.12
iptables -D fail2ban-55H -s 172,16.0.12 § ULOG —ulog-prefix "Fail2Ban — DROP* returned 100
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6. Backup ]

. Traceability log files
6'1' Connection 10g§ traceability-20150720-05h35 tar.gz (1.9 Mo}

. . . 1. . .. traceability-20150713-05h35 tar.gz (364,95 Ko)
The first column displays the list of traceability files containing the users “traceability-20150706-05h35 tar.qz (1,38 Mo}

activity logs. To save them on another media "right click" on the file traceability-20150629-05h35 targz (1.55 Mo)
name, then "save target as". traceability-20150622-05h35 tar.gz (1.58 Mo)
These files are automatically %enerated once a week in the directory [2cespie20150815.05035 faraz (1.0 o)

. X - - targz (1.19 Mo)
« /var/Save/archive/ ». The files older than one year are deleted. traceability-20150601-05h35 tar.gz (2.56 Mo)
You can create the traceability log file for the current week. traceability-20150525-05h35 tar.gz (1.76 Mo}

Create the traceability file of the current week v | Execute

The second column displays backup files (in compressed Users database

"SQL" format) of the users database. They can be generated zlcasarusers-database-20150726-11h18.50l.9z (255.27 Ko)
at any time by clicking in the menu “Create the current users alcasar-users-database-20150310-21h41.sql.9z (189 65 Ko)
database file”. alcasar-users-database-20150310-00h11.5gl.gz (1.75 Ko)
These files can be imported in ALCASAR (cf. §3.6.a). You

can use these files when reinstallation of the portal

6.2. The users database

(see §8.4). | Create the current users database file v | Execute
.- 6.3. Weekly activity reports
T

The third colomn displays the weekly activity reports. They are

created every monday morning (only in French at the moment — sttty i e
translation in progress...). alcasar-report-2017-03-19 pdf (39.15 Ko)

alcasar-report-2017-03-18.pdf (39.18 Ko)

.- 6.4. Accountability logs

a

In case of legal inquiry, law enforcement officials may ask for connection logs of your users. You can generate
an accounting logs file of all the users for specific period. This file will be cyphered (AES256). To see this file,
use “7-zip” program under Windows (p7zip under Linux).

A To prevent abuses, all the ALCASAR users will be warned at their next connexion.
The creation of this log file can take a very long time (more than 5’). Be patient and don’t change the
I Acc page.

Extraction des journaux a partir du
2017-03-22 07:00:00

Date de création 2017-03-22

Username Client @MAC Client @IP Login Time Logout Time Upload Download Cause
- BC-84-07-11-31- 192.168.182.44 2017-03-22 2017-03-22 1939942 57103945 Lost-
a7 07:03:03 12:41:15 Carrier
N* @IP src Port src @IP dst Port dst Date

1 192.168.182.44 43903 216.58.198.195 B0 2017-03-22 07:03:08.560

2 192.168.182.44 47263 216.58.198.206 443 2017-03-22 07:03:08.780

3 192.168.182.44 60930 216.58.198.206 443 2017-03-22 07:03:08.980

192.168.182.44 48603 216.58.198.206 443 2017-03-22 07:03:09.130

5. 192.168.182.44 51378 64.233.166.188 5228 2017-03-22 07:03:09.210

3 192.168.182.44 54766 54.235.132.180 443 2017-03-22 07:03:11.150

7 192.168.182.44 34810 179.60.192.3 443 2017-03-22 07:03:11.200

B 192.168.182.44 38503 179.60.192.3 443 2017-03-22 07:03:11.500
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7. Advanced features

7.1. Administrator accounts management

ALCASAR server has two system accounts (or Linux accounts) that were created during the installation of the
operating system:

« «root » : This is the account used to control the operating system ;

+ «sysadmin » : This account allows you to take secure remote control of your system (see next §).
Along with these two "system" accounts, "ALCASAR administrator" accounts have been defined to control
some functions through the graphical ALCASAR Control Center (ACC). These "administrator" accounts can
belong to one of the three following profiles:

« «admin » : with this profile, the accounts give access to all the functions of the ACC. A first “admin”

account was created during the installation of ALCASAR (see Installation documentation);
-« manager »: with this profile, the accounts only gives access to users and groups management functions

(see §3);
« » : with this profile, the accounts only gives access to backup and archiving of log files (see
previous chapter).
You can create as many administrator accounts as you want in each profile. To manage these management
accounts, use the « alcasar-profil.sh » command as « root » :

«  alcasar-profil.sh --list : to list all the accounts of each profile

*  alcasar-profil.sh --add : to add an account to a profile

«  alcasar-profil.sh --del : to delete an account

«  alcasar-profil.sh --pass : to change the password of an existing account

7.2. Secure administration across the Internet

It is possible to establish a secure remote connection to ALCASAR
an ALCASAR portal using encrypted data flows ("SSH &= =
protocol" - Secure SHell). Let’s take an example of an ‘(M ALCASAR Network
administrator who seeks to administer, through the Port 22 imf
Internet, an ALCASAR portal or devices on the outer R
O Por152

consultation network. Firstly, you need to enable the

"SSH" service on ALCASAR (menu "system" and

"services"). You must know the IP address of the Interngl

“Broadband modem/router#2”.

a) Broadband modem/router configuration

It is necessary to configure broadband modem/router#2 so that it doesn’t block the "SSH" protocol. To
anonymise the SSH data flow on the Internet, the default port (22) is replaced by another one (52222). If you
want, you can still use the port 22.

Refer to your broadband modem/router documentation before performing this operation.
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b) administration of ALCASAR in text mode

You can log in remotely to ALCASAR using the Linux “sysadmin” account created during the installation of
the system. Once cf/ou are logged in, you can use the administration commands of ALCASAR (see § 11.1). Use
the “su” command to become "root".

« On Linux, install "openssh-client" (you can also install
sysadmin@w.x.y.z » (replace « w.x.y.z » with the public IP
address of the broadband modem/router#2 and replace the
"external_port" with the listening port number of the.
broadband modem/router#2 (52222 in our example). You &
can add the “-C” option to enable the compression
algorithms.

«  On Windows, install "Putty" or "putty-portable" or "kitty" and create a new session:

"

putty") and run the command « ssh -p 52222

sysadmin@alcasar-rexy-74: /home/sysadmin - x

28 PUTT¥ Configuration >

stion you want ko connect to
1 IP address] ————————Foit

. —
i
=
- i
Di=faill S cttinas
Save =
Dalots =

Cloze window on exit:
© Alwaps  C Mewsr (5 Only on clean st

sbout | [ open ] Cancel |
click on "Open", accept the server key and log in as "sysadmin".

C) Administration ALCASAR in GUI mode

The goal is now to redirect the data flow from the workstation browser, through the SSH tunnel, to the internal
network card of ALCASAR. To create this tunnel:

« On Linux, run the command: = PuTTY Confguration x
. . . . Categon:
« ssh -L 10000: @IP_alcasar_internal_card:443 -p 52222 sysadmin@w.x.y.Z » [ temes B et
. 0 . . Keyhoard _ -
«  On Window, configure « putty » as describe below: o
Features ™ Local ports accept connections from other hosts
= window I~ Remote ports do the same [SSH-2 only]
- Appearance Forwarded ports R
Behawiour ﬂl
Translation
- Selection
Calours
Add new forvarded port:
= C 1i
E..”BZT:" Source port 10000 Add
- Prosy
Telnet Destination 192.168.0.1:443
Rlogin & Local " Remate  Dypnamic
=-55H = Auto Ll  IPvE
Kesx
Auth
STTY
=
Tunnels
- Bugs =
- - = ik [SEESEGE] https:/127.0.0.1:1000 & ~
[Ex Les plus visités~ Bjzicmu~ BjHytech~ Ejjeux~ BfMandriva~ E

ALCASAR Control Center -

ALCAS

Start your browser and go to : “https://localhost :10000/acc/”
A (“acc/” in the end of URL is important!)

AN

d) Managing devices on the ALCASAR network

Following the same logic, it is possible to manage any device connected to the consultation network (WIFI
access points, switches, LDAP / AD, etc.).
«  On Linux, run the command: « ssh -L 10000: @IP_equipment:Num_Port -p 52222 sysadmin@w.x.y.z ».
« @IP_quipment » is the IP address of the device to manage. « NUM_PORT » is the administration port of
this equipment (22, 80, 443, etc.).
+  On Windows, enter the IP address and the port of the device in the form "Destination" of "Putty".

Run the command : « ssh login@localhost:10000 » to use SSH for secure remote administration.
To connect the web-based interface, go to : « http(s)://localhost :10000 ».
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e) Use of SSH tunnel with public / private key pair (public/private key)

This paragraph, although not essential, adds an additional layer of security using private key authentication.
- generate a keys pair (public key / private key)
o On Windows with « puttygen »

&’ PUTTY Key Generator ﬂ &' PUTTY Key Generator ﬂ
File Key Conversions Help File Key Conversions Help
Key . key

Ma key.

- open “PuttyGen”
- check the “SSH-2 RSA” box f
- specify a key length of 2048 bits
- click on “generate”
- move the mouse to generate random ——
Key comment: |c|e-p0rtal|-capt|f :
values. ; -

Kep pazsphraze: |ooooooooooooo

Key fingerprint: |ssh—rsa 2047 50:3ecee Soiecice: 4k 96:e5:a1:17:48: 2b: 0C

Coller

t
- ~ o : Confirm passphrase: T ——

Actions — Actions \
Generate a public/private key pair Generate ) e L 3
Load an existing private key file Load
et oot | | The keys are now created.

? i - Enter a rspresentatlve comment in the "Key-comment" field;
Parameters - Enter and confirm the passphrase in the "Key kpassphrase" field;
e PR - Save private key by Cllelni on "Save ;I)rlvate
Mo el fn o Erersdiay ET| - Select and copy the public key (right click)

o Linux with« ssh-keygen »

gour personal dlrectory, create the directory « .ssh » if it does not exist. From this one, generate your
lic/private key pair (« ssh-keygen -t rsa -b 2048 -fid_rsa »). The command « cat id_rsa pub » displays your

pubhc ey and al OWS you to Copy it.

ssh]$ cat id_rsa.pub

ssh-rsa AAAAB3N2aC1yc2EAAAABIWAAAQEAyL4yHMSB{118QUUSV11q/H
3kF2wvhuHzmNmHO ITFTALWHPHAS 1Wnx 1cDPESDPR7FPQrEZf/UuTB4C26G]
07d/IX+/JyPlVvXoUdXaZ9w]jtusU3SVWSreo9NXmbZqo0gzrGpjN7VIub:
npCroQGTug6PIm06AQCIQkYSMOXDIGFVIrArsZbw== . . . w. ../

lic k n sa .
Copy the pubhc key on the remote portal:
run the following command to co%y your public key directly on the remote server:
= ssh-copy-id -i .ssh/id_rsa.pub sysadmin@ <@IP_interne_consultation>
= Enter your password your public key is copied in the sysadmin/.ssh/authorized_keys automatically with
the correct permissions.
o Another method : log on through SSH to the remote ALASAR as "sysadmin" and execute the following
commands : « mkdir .ssh » then « cat > .ssh/authorized_keys » ;
= copy the contents of the public key from the clipboard ("Ctrl V" for Windows, middle mouse button
for Linux) type «Enter » then « Ctrl+D » 1:prote(:t the directory : « chmod 700 .ssh » and key file
« chmod 600 .ssh/authorized_keys » ; check the file : « cat .ssh/authorized keys » and log out : « exit ».
«  Connection test from Linux host : « slogin sysadmin@w.x.y.z » =
- Connection test from Windows host : T
o load the previous session of putty;
o on the left side, select "Connection / SSH / Auth";
o click on "browse" to select the key file;
o on the left side, select “Session”;
o click on "Save" then on "Open";
o enter the user "sysadmin";
o the key is recognized, it remains only to enter the passphrase.
- If now you want to prevent the connection with passphrase, configure the sshd server:
o become root (su -) and set the following options on the flle « /etc/ssh/sshd _config »
= ChallengeResponseAuthentication no , — 15 51 Adn 1 G —
»  PasswordAuthentication no
= UsePAM no
o restart the sshd server(« service sshd restart ») and close the ssh
session(« exit »).

7.3. Display your logo

It is possible to display your logo by clicking on the logo on the upper right

corner of the ACC. Your logo will be inserted in the authentication page and

at the top of the page of your management interface. Your logo must be in
ng" format and its size must not exceed 100KB. Refresh the page to see the .
change. sacs

‘Personalisation du logo d'organisme
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7.4. Modifying the certificate of security
Data is encrypted between ALCASAR and devices on the ALCASAR network in the following cases :

- for users : authentication request and changing passwords; i —

. for administrators : access to the ALCASAR Control Center (ACC). i e e
Version du noyau 2.6.33.7-desktop586-2mnb (SMP)

Encryption uses TLS protocol with a server certificate and a local certificate psusuin OF Mandriva L 20102

authority (CA) created during the installation. This server certificate has a|"™ ot mines

validity of four years. You can check it on the homepage of the ACC. If the|cw ssen cwooom

server certificate is expired, You can regenerate it with the following command :
A« alcasar-CA.sh ». It will be necessary to remove the old certificate from browsers before using the new
one.

a) Installation of an official certificate

It is possible to install an official certificate instead of the auto-signed certificate. The installation of such
certificate avoids security warnings on browsers that did not install the certificate of the certification authority
of ALCASAR (cf. §2.2.c).
To acquire your certificate, follow the instructions of your provider knowing that the Web server used in
ALCASAR is an “Apache server with mod SSL”.
TiPS: You must have a domain name (ex: mydomain.org). Then, create a certificate for the server
a casaramydomain.org”. Via the ACC, you can import this certificate (menu : “System” +”Network™). The files
you need are:
- The private key you used to create the “certificate request” (extension : .key)
« The certificate created by the provider (extension : .crt)
« Optionally : the file which defines the certification chain of your provider (extension : .crt). When
requested, this file is available on the provider website.

Example with the provider “Gandi.net”, the domain name “rexy.fr” and a certificate for a server named
113 .,
alcasar.rexy.fr” :

Certificate import

OHCE lmported; ou Private key (.key) :| Parcourir... | alcasar.rexy.fr.key

must reboot all the Certificate (.crt) ;| Parcourir... | alcasar.rexy.fr-certificate-247730.crt
devices connected on server-chain (if necessary : .crt) : Parcourir... | GandiStandardSSLCA2.crt
the consultation Import

network (same thing

for your computer). Current certificate

Expiration Date : Jul 23 21:03:05 2019 GMT
Common name : alcasar.localdomain
Organization : ALCASAR-Team

Validated by :

Common name : ALCASAR-local-CA
Organization : ALCASAR-Team

A In case of issues, you can go back to the original auto-signed certificate via ACC or with the command
line : « alcasar-importcert.sh -d ».
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b) Installation of an official certificate from « Let’s Encrypt »

In order to use a free and official certificate, you can use the Certificate Authority (C.A.) “Let’s Encrypt”. This
Authority provides automatic certificates importation procedures. These procedures have been embedded in
ALCASAR via the « alcasar-letsencrypt.sh » script. Before running these procedures, you must have a domain
name. You must be able to add/remove DNS records for that domain name. To ask for a « Let’s Encrypt »
certificate, you must proof that you are the owner of the domain name. For that, « Let’s Encrﬁpt » challenge
you with several ways. As ALCASAR can’t be contacted directly from the Internet, we use the « DNS-01 »
challenge which operates as follows :

When you ask for a certificate, “Let’s Encrypt” send you a strings which must be retrievable when asking your
domain name (the challenglf). Then, you must create a “TXT” DNS entry in your DNS zone with this string.
After that, you have to ask “Let’s Encrypt” to verify it. Once validated, you can use your certificate. The

following scheme shows you the automatic certificate creation process.

\ Manual action

J3ud[[er 3 PPY ‘€

9UO0Z In0oK JO pI0Jal « IX ] » e Ul

A

C mmeculse

On ALCASAR, you can run the automatic certificate creation process in two ways : via the ACC or with in
command line.
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Via ALCASAR Control Center (ACC)

Messages displayed on ACC

Actions

Import de certificat

Intégration Let's Encrypt

Status : Inactif

Email : |adresse@email.com

Nem de domaine : |alcasar.mydomain.net

Write your email address.
Write the domain name of your ALCASAR (hostname
with domain name).

Intégration Let's Encrypt

Status : En attente de validation

Nom de domaine : alcasar.mydomain.net

Demandé le : 22-06-2017 15:03:31

Entrée DNS TXT : "_acme-challenge.alcasar.mydomain.net”
Challenge : "D4B1Gch4113nG3fORIZ753ncRyP7IORMYOWNA 14 341"

The challenge sent by “Let’s Encrypt” is displayed.

Federation
E= Cape Town, South
Africa

== Zwolle, Netherlands

D4B1Gch413nG3f0RI3753ncRyF7fORmMyOwN41 c434r

D4B1Gchdl13nG3f0RI3753ncRyP7fORmMy w41 c434r&#

[ N Roubaix, France D4B1Gchdl13nG3f0RI3753ncRyP7fORmMy0wN41c434r &

= Barcelona, Spain D4B1Geh4!13nG3f0RI3753ncRy PTH0RMyOWN41 c434r e

® Kumamoto, .Japan D4B1Gch411 3nG3f0RI3753ncRyPTIORMy0wNA1c434r

Bl Zug, switzerland D4B1Gch4113nG3f0RI3753ncRYPTFORMy0WNA 1 c434r &

FE Melhoums, A

Revérifier Annuler
Add Record
Name mee M T Modify your DNS zone, adding a new record (“TXT”
_acme-challenge.alcasar.mydomain.net  TXT 300 D4B1Gchal13nG3fORI3753nck type) WIth the prEVIous Values-
Note : choose a low TTL in order to speed up the propagation
oy S s crange: | process.
o YEKLEMNDUrg, RUSSIAN papq 6ongi 3nG3fORISTS3nCRYPTFORMYOWNA1 c434r o

Once your new record propagated, you can ask “Let’s
Encrypt” to verify it.

Note : you can verify the propagation process with the following
Web sites : dnschecker.org or whatsmydns.net.

You can also run the following command :

- nslookup -type=TXT acme-challenge.alcasar. mondomain

- dig +short -t TXT acme-challenge.alcasar.mondomain

Intégration Let's Encrypt

Status : Actif

Nom de domaine :
APl : dns

Prochain renouvellement : 22-08-2017 17:19:49

Renouveller (forcer)

alcasar.mydomain.net

Your ALCASAR uses now your new certificate « Let's
Encrypt » for its cyphered flows.

You will have to renew that at the expiration date of the
certificate.

Via the command line

1) Ask a certificate for « alcasar.mydomain.net » :

« alcasar-letsencrypt.sh --issue -d alcasar.mydomain.net --email my@domain.tld »

2)
3) Ask for the validation :

« alcasar-letsencrypt.sh --renew »

Add the “TXT” record in your DNS zone (note : you must wait for the propagation process)

If the validation process succeeds, you receive your certificate file. The script writes it directly in the right
directory of ALCASAR (note : All devices connected on the consultation network should be rebooted).

Automatic renew
The script can create and remove the DNS records automatically via your registrar API (when he has one). You
can verity that the script knows your registrar API in the folder “dns_myapi”with the following command :

« API_Key="XXXXX"
alcasar.mydomain.net --dns-sleep 10 »

alcasar-letsencrypt.sh

--issue --dns-api dns_myapi -d

Note : the “--dnssleep [second]” parameter is used to set the time between the record creation and the

validation (propagation time).
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https://www.whatsmydns.net/
https://dnschecker.org/

7.5. Use of an external directory server (LDAP or AD)

ALCASAR contains a module capable of requesting an external directory server (LDAP or AD) located either
on the LAN side or on the WAN side.

When this module is enabled, ALCASAR uses the external directory to authenticate a user, but, if an error
occurs, the local database will be used.

In all cases, user event logs are recorded in the local database of ALCASAR. Here is the management GUI of

this module :
Remark : A

- attributes of users stored in the
external directory can’t be
modified with the ACC;

use of the secure protocol "ldaps”
is not available for now. The

LDAP authentication

LDAP connexion success...
DN seems to be right

Use LDAP authentication : YES v

LDAP server name: 172.16.0.10
This is the hostname or IP address of the LDAP server -

LDAP base dn: ou=My_lan,dc=ad2012 dc=localdomain

LDAB oAy Cartpany =S, a4, AD - ket Ja do-cener namic—iocaldomaln network ~ segment  between
_ ALCASAR and the directory
LDAP uid: sAMAccountName

This is the key used to search for a given login identity, e.g. ‘uid’, 'sm’, etc.. For AD use
sAMAccountName’.

server must be under control, for
obvious reasons of security (cf. §

LDAP user filter: 10 .
Optionally you can further limit the searched objects with additional filters. For example )
objectClass=posixGroup’ would resultin the use of (&(uid=usemame) _ EXternal directories dO not

e support case sensitive unlike the
local database of ALCASAR.

LDAP user dn:

Username used by ALCASAR to connect to the L DAP server. Leave blank to use
anonymous binding. Required for AD. e.g. LDAP

‘uid=Username ou=my_lan,o=mycompany,c=US" e.g. AD :

cn=username ou=my_lan dc=server_name dc=localdomain

cn=alcasarou=my_lan dc=ad2012 dc=localdomain

LDAP password:
Leave blank to use anonymous binding. Required for AD.

Example for an A.D.: This screenshot shows
the directory organised as follows: standard
users are put into the Organizational Unit (0.U.) "My_lan". The account name used by ALCASAR to request the
directory is "alcasar". This account is a standard account (type : user) that does not need special rights.

« LDAP base DN : 'ou=My-lan,dc=ad2012,dc=localdomain'. This p=

Utilisateurs et ordinateurs Active Directory

DN set the position where searching the users. =

LDAP uid : 'sAMAccountName' for an A.D.; 'uid' in general for
other LDAP servers.

LDAP user filter : leave this field empty unless you want to
select only specific users.

LDAP user DN : it's the “DN” of the account used by ALCASAR|
to read the remote directory :
'cn=alcasar,ou=My_lan,dc=ad2012,dc=localdomain’

Please note that this field and the field “Password” can be left
blank if the directory server accepts requests in anonymous

Fichier Action Affichage 7
I EEIEEER =

aETER

mode.
LDAP password : password affected to the user « alcasar ».

] Utilisateurs et ordinateurs Active Directory|

I [ | Requétes enregistrées
4 3 ad2012localdomain
~| Builtin
| Computers

= Domain Controllers

| ForeignSecurityPrincipals
| Managed Service Accounts
| Users

2] My_lan

MNom Type
:J alcasar Utilisateur
aJéintemaute Utilisateur

From an external directory server (LDAP or AD) and in order to provide to users some attributes specific to
ALCASAR &bandwidth, concurrent session, etc.), it is possible to create a group named "ldap" (respect lower

case letters)

or which you set the desired attributes.

It is also possible to assign attributes to a particular account authenticated on an external directory. To do this,
create a user in the ACC with the same name / identifier as that is in the directory.

User manual

ALCASAR-3.14

28/39



7.6. Integration in a complex architecture (AD, external DHCP, L. DAP)

ALCASAR can be installed in an existing network with a Windows domain, a DHCP server and an external
directory for the authentication process (LDAP or AD) (see previous §).

a) Managing Windows DNS

If your existing environment already has Active Directory enabled, then, Windows computers of your domain
controller must request the DNS of this controller for specific resolutions of the domain and they must request
ALCASAR for Internet access. One solution is to configure the ALCASAR DNS so it redirects to the domain
controller the DNS queries concerning resolution of the domain. In this way, devices are configured with a
unique DNS : ALCASAR.
On ALCASAR, the only change to make is to add the following line in the file « /usr/local/etc/alcasar-dns-name » :
'server=/<your.domain>/<@IP_SRV-AD-DNS>'
Example : “brock.net” domain is managed by the AD/DNS server “192.168.182.10”. The line to add is :
“server=/brock.net/192.168.182.10”
Please note that it is the domain name and not the name of the server “srv-ad.brock.net”.
Restart the service DNSMASQ to take your changes into account (« service dnsmasq restart »).
Reminder : The computers (whether in static IP address mode or in DHCP mode) integrated into a Windows
A domain must have their primary DNS suffix configured with the Windows domain name and in addition with
the suffix ".localdomain'.

D) Using an External DHCP Server

With an external DHCP server, ALCASAR must not assign network settings anymore, but this task must be is
carried out by the external DHCP server.

In order to do this, ALCASAR will act as a relay agent to enable assignment of IP addresses by the DHCP
server.
It is necessary to stop the ALCASAR DHCP server (in the ACC: System/Network: No DHCP mode) and to
modify the following variables to manage the external server (configuration file «usr/local/etc/alcasar.conf ») :
EXT_DHCP_IP=<@IP_srv_external>
RELAY_DHCP_IP=<@IP_internal ALCASAR>
RELAY_DHCP_PORT=<relay port to the external DHCP server> : (default 67)

The external DHCP server must be configured to provide to devices:

- arange of IP @ Correslgonding to the range allowed by ALCASAR (default 192.168.182.3 to 254/24)
%eérri%g:l%%gASAR eep for itself the following adc?lress for its internal interface: 192.168.182.1 and
a gateway address corresponding to the internal IP address of ALCASAR (by default 192.168.182.1);
the DNS suffix "localdomain";
the IP address of the DNS server -> the internal IP address of ALCASAR (default 192.168.182.1);
the IP address of the time server (NTP) -> the internal IP address of ALCASAR (default 192.168.182.1)
or the domain controller (to avoid temporal drifts, synchronise the server clock with a trusted NTP
server on the internet or with the ALCASAR server%l.
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7.7. Encryption of log files

ALCASAR can automatically encrypt weekly log files (cd. §7.1). For this, it uses the GPG asymmetric
algorithm (public key + private key).

By providing the private key to an official of your company, you prevent administrators from being accused of
log files modification.

In case of inquiry, simply provide log files and the ﬁ)rivate key for decryption.

The procedure for activating the encryption is as follows:

Print screen Comments To do

Bienvenue sur alcasar-rexy
[Kernel 2.6.27.37-desktop-1mnb on an i686 - ttyl
Lecasar-rexy login: root - Log 0on as « root ».

e e Sun Dee 20 19512449 on Lty - Start the entropy generator (random | rngd -r /dev/urandom

lcasar-rexy:~# ragd -r sdev- urandom Values).
lcasar-rexy:~#

Lcasar-rexy: # gpy --gen-key
iy ((_;I\IIPG) 1.4.9: Cﬂl.)gl"iyllt (C) 2888 Free Softuare F?Il\\d?tiﬂ\'\,.[\'\t. . . gpg --gen-key
HESE R I RS R R AL | - Generate the key pair (public key +
Isélectionnez le type de clé désiré: perate ke{)
(1) DSh et Elganal (par détaut) - Choose the algorithm, the size and the
atre choix 1 e TS lifetime of the keys (no expiration). info: The user name must not contain spaces. This
- Choose a user name and passphrase. name is summarised in the term <username> later in

this procedure.

lcasar—rexy:"# killall rngd - Stop the entropy generator. killall rngd

- Export the private key. Copy thisto an | gpg --armor —export-secret-key \
external media. <username> > alcasar_key.priv
- Provide it (with lf)assphrase and

username) to an official of your
organisation (Private key escrow). info : cf. installation doc for the USB management.

hlcasar-rexy:"# rm -f alcasar_key.priv
hlcasar-rexy:"i gpy --delete-secret-key ossi-organisne
hpg (6nuPG) 1.4.9; Copyright (C) 2008 Free Software Foundation, Imc.

rm -f alcasar_key.priv

I rEb RSkl | - Delete the previously generated keys

- Delete the private key from the GPG
kec  1024D.CODBDEER 2009-12-20 ossi-organisne keyring p y gpg --del@t.e-secret-key
nlever cette clé du porte-clés 7 (osN) o <n0m_utlllsateur>

*est une clé secréte t - faut-il vraiment 1’effacer ? (os/N) o

- Enable encryption by changing de | vi /usr/local/bin/alcasar-log-export.sh
variables "CRYPT" and "gpg_user" in the

file « /usr/local/bin/alcasar-archive.sh ». info : assign the "username" to the variable
« gpg_user »

organisme”

- ALCASAR uses the keyring "root" in the directory « /root/.gnupg » ;

«  'gpg -list-key' : allows to list all the key pairs contained in this kit;

'gpg --delete-key <user_name>": deletes a public key keyring;

'gpg --delete-secret-key <user_name>'": deletes a private key keyring;

-+ You can copy the directory « /root/.gnupg » on another server ALCASAR. Thus, you can use the same
key and the same <username>;

- To decipher an encrypted archive:'gpg —decrypt -files <filename_crypt_archive>"'.
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7.8. Managing multiple Internet connections (load balancing)

ALCASAR has a script to distribute requests over a number of gateways to the Internet "alcasar-
load_balancing.sh start | stop | status".

The parameters are not included in the ACC, it is necessary to modify the global configuration file "alcasar.conf"
located under "/ usr / local / etc".

Associated parameters (virtual network cards, weights, gateway ip address, etc.) must be defined in the
following format: WANx = "active [1 | 0], @ IPx / mask, GWx, Weight, MTUX".

The script creates the interfaces on the fly.

To make it active, the parameter “MULTIWAN” must include the "on" or "On" value; otherwise insert the "Off"
value to enable the "single gateway" mode.

The connection test frequency is set by default to 30 sec.

Please note:

The parameter "FAILOVER=0" enables the MULTIWAN mode with no connection test to the gateways (no
gateway failure detection).

7.9. Creating an ALCASAR dedicated PC

This chapter presents an example of a dedicated PC ALCASAR (appliance) whose constraints are : miniature
(mini-itx), low noise, low cost and low energy consumption.

The configuration is the following :
« Case mini ITX (12V powerline);
- motherboard with dual Ethernet card and an onboard Intel-Celeron processor
o Gigabyte N3150N-D3V or C1037UN
+ 4GB or 8GB of DDR3 SODIMM memory;

. HDD 2.5' 200GB SATA.
~_I'ssp

GIGABYYE

~— Memory : 4GB of DDR3

=
3y
&
=4
L]
&
2

& auavown

(71}

The cost of this configuration is around 250 € (shipping included).

The consumption of this mini-PC is not more than 30W; the cost of the annual electricity consumption in
France is about 30€ (30 * 24 * 365/1000 * 0.1329).

ALCASAR is installed via a USB drive as usual.

Once deployed, the unit requires no keyboard, no mouse and no screen.

See also : Qotom boxes.

7.10. Bypassing the portal

For reasons of maintenance or emergency, a portal bypass procedure was created.

It disables user authentication and filtering.

Logging network activity remains active.

Network event logging remains active, but ALCASAR does not trace internet connections anymore.
«  Bypass the portal by running the script « alcasar-bypass.sh --on ».
+ To stop it, run the script « alcasar-bypass.sh --off ».

Please note:
Bypass mode is no longer active after restarting the server.
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8. Shutdown, restart, update and reinstallation

8.1. Shutdown and restart

There are three possibilities to stop or restart properly the system:

+ ViaACC

+ by briefly pressin%the power button of the PC;

« by connecting to the console as root and running the command "init 0";
When restarting the portal ALCASAR a procedure deletes all connections that have not been closed due to an
unplanned shutdown (failure, power failure, etc.).

8.2. Operating system update

Mageia-Linux provides an excellent mechanism to apply security patches on the system and its components.
ALCASAR has been developed to be fully compatible with this mechanism. So, every night at 3:30, the
security updates are downloaded, checked and applied. As root, you can manually update the system with the
command « urpmi —auto --auto-update ».

Once the update is complete, a message may warn you that a system reboot is required. This message appears
only if a new kernel or a major library were updated.

8.3. ALCASAR minor updates

You can see if an update is available on ALCASAR web page, or on the cover page of the ACC, or by
executing the following command « alcasar-version.sh ». Download and extract the archive of the latest version
like a normal installation.
When starting the installation script (« sh alcasar.sh --install »), it detects your current version and offers you the
possibility to update automatically ALCASAR to the latest version available.
Only minor updates can be done by that way. If it's impossible, the script ask you to perform a reinstallation.
During a minor update, the following settings will still remain:
- network configuration;
the name and logo of the organisation;
logins and passwords for administrative accounts of the portal;
users and groups database;
main and secondary blacklists;
trusted sites and MAC addresses list;
network filtering configuration;
the certificates of the Certification Authority (C.A.) and the server certificate.

8.4. ALCASAR major update or reinstallation

Via ACC, create a backup of the current users database (see §6.2 ). Save this backup file on another system.
Install the new operating system and the new version of ALCASAR (see installation documentation).
Via ACC, import the user database (see §3.6.a).

Q@
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9. Troubleshooting

If you have any problem with ALCASAR, this chapter sets out several troubleshooting steps that may indicate
the cause. All commands (italic text on a yellow background) must be run in a console as « root ».

9.1. Network connectivity

Retrieve the network information in the file “/usr/local//etc/alcasar.conf’

+  Check the network card status: run the command “ip link” to know the name of your two network cards. In
the following of this document, we use “INTIF” for naming the internal network card (connected to the
consultation network). “EXTIF” is the name of the external network card (connected to the broadband
router). Run “ethtool INTIF*“ and “ethtool EXTIF* in order to check the status of both network cards (“Link
detected “ and “Speed” fields for example) ;

- gateway/router connection test: Run the command “route -n” to display the IP address of the broadband
modem/router. Ping the broadband modem/router (Internet router). If an error occurs, check the cable
connections and the status of the gateway/router;

- External DNS servers connection test: Ping the DNS servers. If an error occurs, try with another server;

- Internal DNS server connection test (dnsmasq) : Send a name resolution request (ex. : nslookup
www.google.fr). If an error occurs, check state of the service "dnsmasq". You can restart the dnsmasq service
with the command : « systemctl restart dnsmasq » ;

- Connection test to the Internet: run the command « wget www.google.fr ». In case of success the Google page
is downloaded and saved locally (index.html). The result of this test is displayed in the menu "system /
service" of the ACC;

« Device connection test : Run the command « arping -I INTIF @ip_equipment » t0 Know e internet - acit
if a device is connected to the ALCASAR network.

- To discover all the device, install the “arp-scan” package (“urpmi arp-scan”) and run the command « arpscan -1

INTIF --localnet » ;
00:1C:25:CB:BA:7B 192.168.182.1
00:11:25:B5:FC:41 192.168.182.25
00:15:77:A2:6D:E9 192.168.182.129

9.2. Available disk space

Systmes e fichiers montés

If the available disk space is not enough, some modulesr m v - o e e
may not run properly anymore. You can check the availabler —w wus A e e
dlS Space (ESPECIal y the /var pal"[ltlon ) . har o deisdad 3 27460 1o 560

+ in GUI-mode via the homepage of the ACC; — = e e

+ in text mode, using the command « df »

In case of excessive reduction of this space, delete old log files after they have been archived
(directory /var/Save/*).

9.3. ALCASAR server services

In order to complete these tasks, ALCASAR uses several server services. The status of these services is
displayed in the ACC (menu « system/services »). You can stop or restart them.

Status Nom du sexrvices Actions

pradiusd - rrEter[Re démarrer|
chuilli - rrEter[Re démarrer|
datisguardian - rrEtes[Redé:
ez ol J— rriter|Redé:
5 cuic - rrEter[Redé

ALALAEALY

If one of these services can't be restarted, you can diagnose the mistake. Connect to the console of ALCASAR
(directly or with SSH). You can control the services with the command « systemctl start/stop/restart service_name ».
At the same time, display the log file with the command « journalctl -f ».
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9.4. Problems experienced

This chapter presents feedback of organizations who have faced problems and have solved them.

a) Navigation impossible with some antivirus

Disable the « proxy-web » function integrated in some anivirus. In Trend-Micro antivirus, for

example, this function relies on a whitelist/blacklist downloaded from the servers of Trend

Micro ( backup30.trendmicro.com, etc.) that analyses/validates each request of a website... A

limited rights users can enable it.

To avoid all inconvenience of this function incompatible with ALCASAR, it is better to stop the service «
Proxy Trend service » and to restart the computer.

b) Windows clients with static addressing
It is necessary to add the DNS suffix « localdomain » ( Network configuration / Advanced / DNS).

C) No Internet browsing but the browser accesses the homepage of ALCASAR (http://alcasar)

This can occur after a complete reinstallation of the portal or after an update with a change of the server
certificate. Browsers display the following pages when they attempt to access a website:

Echec de la connexion sécurisée
@ Impossible d'afficher la page Une erreur est survenue pendant une connexion a 192.168.182.1.
Vous avez regu un certificat invalide. Veuillez contacter

Internet Explorer ne peut pas afficher cette page Web I'administrateur du serveur ou votre correspondant de messagerie
et fournissez-lui les informations suivantes :

La page que vous recherchez est actuellement indisponible. Le site
Web rencontre peut-étre des ues, ou vous devez

Votre certificat contient le méme numéro de série qu'un autre
Essayez la chose suivante : certificat émis par I'autorité de certification. Veuillez vous
procurer un nouveau certificat avec un numéro de série unique

[ Diagnostiquer les problémes de connesion (Code d'erreur : sec_error_reused_issuer_and_serial)

@ Informations La page que vous
l'authenticité des

= Veuillez contac

Réessayer

With IE6 With IE 7 - 8 and 9 With Mozilla

This is because browsers try to authenticate the ALCASAR portal using an old certificate.
The old certificate must be deleted on the browsers (« Tools » / « Internet options » / tab « content » / button «
Certificates » / tab « Root certification Authority »).

d) No Internet browsing but the « Trusted sites » section is filled in

ALCASAR verifies the validity of domain names entered in this section (cf. § 4.7.a). If a domain name is not
valid, the 'chilli' service can no longer start. Then, change the invalid domain name and restart the 'chilli' service
with the command « service chilli restart ».

e) Operating System and Memory Overload

The Linux system always attempts to use the maximum amount of memory (RAM) available. On the homepage
of the ACC, the bar 1glraph indicating the use of the memory can regularly be beyond 80 percent and can turn
red. This is normal. If the system needs more memory, it wil?]use the swap. This swap is an area of the hard disk
used when ﬁour computer runs out of RAM but this “memory” is approximately 1000 times slower. If you
notice that the system uses swap sFace > 1%), ¥ou can consider increasing the RAM to significantly improve
system responsiveness especially when the domain names and URLs filtering is enabled.
You can display the system load on the home page of the ACC in 'System /Load system', or in a console with
the commands « top » or « uptime » :
3 values shown represent the average system load average for the last hour, the last five hours and the
last 15 minutes. The avera%e load is the number of processes waiting for CPU usage.
These values are normally less than 1.
«  Avvalue greater than '1 .00' results from an undersized server (especially if it affects the three values
(long-term overload).
«  Search the process which represents a high proportion of the load (command « top »).

User manual ALCASAR-3.14 34/39



9.5. Server optimisation

In the case of large networks, Internet delays can be detected while the system does not seem to be overloaded
(see) main page of the ACC: load average <1, no or little use of the area swap processor operated 'normally’,
etc.).
Check your bandwidth while Internet access is compatible with the number of users simultaneously connected
(throughput per user = overall throughput / number of connected users).
These delays can occur especially when the filter attributes are enabled (blacklist / whitelist).
Depending on the physical capabilities of the server, it is possible to attempt to optimise certain parameters.
Several of them have already been integrated in the 2.9.2 version of ALCASAR, but they can be adjusted to
better stick to your architecture. It will be good to test over a short period before validating the parameters.
The services on which it is possible to act are:
+  The instance of "dnsmasqg-blacklist" by increasing the buffer size (256MB by default). To increase it to
2048MB add value cachesize 2048 in /etc/dnsmasq-blacklist.conf .
« The "dansguardian" service the number limit "son process" can be reached quickly. In
/etc/dansguardian/dansguardian.conf file, you can assign the following values:
o Maxchildren = 500
Minchildren = 30
Minsparechildren = 24
Preforkchildren = 10
Maxsparechildren = 256
o maxagechildren = 10000
+  The antivirus service "havp" which is directly related to the Dansguardian service. In
/etc/havp/havp.config, you can assign the following value: SERVERNUMBER 30

O O O O

To take into the changes, restart the services:

«  systemctl restart dnsmasq-blacklist

«  systemctl restart dansqguardian

- systemctl restart havp
On the main page of the ACC, check that the "Load Average" setting does not increase beyond measure;
otherwise decrease parameters at once.

10. Security hardening guide

On the consultation network, ALCASAR is the Internet Access Controller. It also helps to protect the network

from external threats or from internal usurpation. To this end, it includes :

« protection credentials theft. The authentication flow between devices and ALCASAR users are encrypted.
Passwords are stored encrypted in the database of users;

- protection against forgetting to log out. The users whose the equipment don't answer for 6 minutes are
automatically disconnected; moreover, the attribute "time limit of one session" (cf. § 4.1) allows to
automatically disconnect a user after a pre-set time;

- protection against session hijacking by spoofing network settings. This spoofing technique exploits the
weaknesses of "Ethernet" and WIFI protocols. To reduce this risk, ALCASAR incorporates an auto-
protection process which is running every 3 minutes (alcasar-watchdog.sh);

- protection of the bootloader (GRUB) of the portal with a password. This password is stored in the file
« /root/ALCASAR-passwords.txt »;

- antiviral protection using an antimalware running on the WEB flows (HTTP) of the users who are the
attribute is set;

- several filtering systems and anti-bypass systems (DNS proxy, dynamic firewall, evolutive blacklists (IP
addresses, domain names and URLSs), configurable whitelists.

The mere presence of ALCASAR not guarantee an absolute security against all threats, including internal threat

(hacker on the ALCASAR network). In most cases, this threat remains very low. Without being paranoid and if

you really need a high security, the following measures can improve the overall security of your system.

10.1. On ALCASAR

«  Choose a strong "root" password (you can change it by running the command « passwd ») ;

-+  Protect your "ALCASAR" server and ISP's equipment to prevent unauthorised access, theft or installation
of equipment between the modem and ALCASAR (locked premises, padlocks, etc.).

+  Configure the BIOS so that only the internal hard disk drive is bootable.

«  Set a password to access the BIOS setup.
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10.2. On the network

a) Network type "hotspot”

If you want to set up free access computers, it may be interesting to
install products ensuring both the protection of the privacy and
security of these computers (like “cybercafe” computers). These ates xquest user as alocke,, 1010 9mga3 3
products allow the user to be compartmentalised in a sealed """
environment. At the end of his session, the user environment is xguest - Creates xguest user as a locked down S
totally cleaned. user
«  On Linux, you can install the product "xguest" (it is - ctaling thie backane sete o the xduest eer fo be used
PFOVided natiYEIy Wlth Mageia; Mandriva) FEdOF d, REdHat trésr'l'na;x%lrr‘gry C%chl?ljnta ?g :v?itEﬁtho cf:EgeliiogE:JS;r a?:cuoajnt;?hi user \sf
only allowed to log in via gdm. The home and temporary directories o
. %n[?\%fﬁég;gfs;ggl—g;gng})lose one of these not free prOjectS . theyuser will be pé;\)«’instar?t\ated and mounted on trF:ﬁpfSr?
“Openkiosk”, “DeepFreeze”, “Smartshield” and “ reboot restore RX”. They save all the computer and
i‘estore it after adreboot. Microsoft gave the software “Steady state” for XP/Vista. This software is no
onger supported.
On WIFI Agccess Points (AP) :
- Enable the “client isolation” option (also called wireless isolation). It prevents a user connected to an
access point to communicate with another one connected to thegesrr=n
same access point. They can only connect to Internet via
ALCASAR. e
- Enable WPA2-Personal encryption (also known as WPA2- meoer cueee -

Réseau sans-fil (2.4GHz bign)

PSK). It avoids users to listen WIFI traffic (even if the key is "~ mmen

Paguetage Version Revision Statut

the same for everyone). You can choose a simple WPA2 key as ..o i
your organisation name for example. — w300 mbtsis
On switches of wired Ethernet networks : e

- enable "DHCP snoopinig" on ALCASAR port and on ohe e
interswitch ports. This will prevent false (fake) DHCP servers. < wmerscies

- WPA-PSK [TKIP] + WPA2-PSK [AES]

b) Controlled networks

On these networks, the stations must be protected by physical measures to ensure their integrity. Physical access
to network consultation must be secured by the following:

+ disconnect unused network jacks;

- on WIFI hotslgots:

o camouflage the network name (SSID)

o enable encryption WPA2 "personal" with a strong key;

- on Ethernet switches:

o Enable the "lock port" ("Port Security" function) to associate the MAC addresses of devices to the
ph]ysical ports of switches;
select the "DHCP snooping" function on the port used by ALCASAR and on the interswitch ports. This
will prevent false DHCP servers (Fake DHCP servers).

Devices can (should) incorporate several security features such as locking the BIOS setup, locking the desktop
configuration, antivirus, automatic update security patches (patch), etc. To facilitate downloading of security
patches or antivirus updates (cf. § 4.7), ALCASAR can authorise devices to automatically connect without
authentication on sites specifically identified.

Make your users aware of these two security features: (

- Password must be changed

+  Credentials must remain confidential (Each user is responsible of "friend's session" using his
credentials).
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11. Annexes

11.1. Useful commands and files

The administration of ALCASAR can be done from a command line interface (as 'root'’). All these commands
(shell scripts) begin with "alcasar-... " are located in the directories « /usr/local/bin/ » and « /usr/local/sbin/ ». Some
of them rely on the central configuration file of ALCASAR (« /usr/local/etc/alcasar.conf »). The "-h" argument

lists available command line arguments.

*  Alcasar-archive.sh
o [-l]--live]: create the archive file (named ’traceability”) of the users log files and the users database for the last day;

o [-n|]--now]: create the archive file (named ’traceability’) of the users log files and the users database for the last week (launch
by cron every monday at 5:35 {)m);

o [-c|--clean] : remove archive files older than one year.

+ alcasar-bl.sh
o [-download|--download] : download the latest version of the BlackList (BL);

o [-adapt|--adapt] : adapt the freshly downloaded BL to the ALCASAR architecture ;
o [-reload|--reload] : activate the freshly downloaded BL;
o [-cat_choice|--cat_choice]: apgly changes done via ACC (modifying categories, adding/removing domain names, etc.).

» alcasar-bypass.sh [-on/-off] : enables/disables the « BYPASS » mode.

+ alcasar-CA.sh : creates a local CA certificate and a server certificate for the host “alcasar.localdomain”. The Web server need to
be restarted ésystemctl restart httpd).

+ alcasar-conf.sh
o [-create|--create]: creation of an archive file of ALCASAR (/tmp/alcasar-conf.tgz) use when the system is updated,;

o [-load|--load]: load an archive file (don’t apply);
o [—apply|-—appl¥l] : apply the parameters of the configuration file (/usr/local/etc/alcasar.conf).

+ alcasar-daemon.sh : Check the state of the main ALCASAR services (17 in V 2.9.2). Restart those that seem not running.

Launch by cron every 18°.

alcasar-dhcp.sh [-on|--on][-off|--off] : enable/disable DHCP service.

alcasar-file-clean.sh : cleanning of several ALCASAR conf files (sort, remove empty lines, etc.).

alcasar-https.sh [-ont-on][-off --off] : enables/disables HTTPS to authenticate the users.

alcasar-importcert.s

o [ certificate.crt -k keyfile.key (-c certificate_chain.crt)] : import an official certificate of security;

o [-d] : go back to the auto-signed certificate.

+ alcasar-certificates.sh :

o [-x] : Export of all the certificates of the portal in the form of a timestamped archive ;
o[- alcasar—certificate—<date:heure>.tar.gz% : Import the set of certificates from an archive or from a backup ; useful during
copy out of another server or migration towards a more recent system.

« alcasar-iptables.sh : apply the ALCASAR iptables rules to the firewall.

+ alcasar-load-balancing.sh : Aggregates several Internet connections. IP addresses, bandwidth and MTU of available
modems/routers must be configured in the file /usr/local/etc/alcasar.conf” to work properly. Remember, the script is
automatically launched when the system starts up only if the MULTIWAN parameter is set up in the file
"/usr/local/etc/alcasar.conf". To ensure the script is running properly, execute the command : ip route. (“start”, “stop” and
“status” are the options available for this command).

. alcasar-logout.shp
o [username] : logout the user <username>;

o [all] : logout all the logged users.

+ alcasar-mysql.sh

o [-ifile.sql | --import file.sql] : import a users database (! overwrite the existing one);

° [—g——raz] : reset the users database;

o [-d]--dump] : create an archive file of the current users database in « /var/Save/base » ;
o [-a|--acct_stop] : stop the openned accounting sessions;

o [-c|--check]: verify the integrity of the users database and try to repair it if needed.

»  alcasar-nf.sh [-on|--on][-off|--0ff] : enable/disable the filtering of network protocols;
. alcas[ali—profil.sh
o [--list
+  alcasar-rpm-download.sh : downloads and creates an archive file of all the needed RPM to install ALCASAR (/root/rpms-
arch.tar.gz). Use this file if you want to install an ALCASAR on a very tiny bandwidth.
+  alcasar-sms.sh : manage gammu Frocess when a 2G/3G adapter is detected.
+ alcasar-ticket-clean : remove pdf tickets (vouchers) generated when a user is created (launched by cron every 30°).
+ alcasar-uninstall : remove ALCASAR (used when an update is perform).
« alcasar-url_filter.sh
o [-safesearch_on|-safesearch_off] : enable/disable the safesearch system on search engine (Google, Bing, etc.);
o [-pureip_on|-pureip_off]: enable/disable the filtering of URLs containing IP addresses (instead of a domain name).
+ alcasar-urpmi.sh : install and update ALCASAR needed RPMs (used during the installation process).
+ alcasar-version.sh : display the current version and the last available.
+ alcasar-watchdog : test the Internet connectivity. Test if an authenticated user isn’t usurped (launched by cron every 3°).
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11.2. Helpful authentication exceptions

The following domain names allow network devices to access WEB sites without authentication process in
order to connect to the following services:
« The following values allow client devices to access the Internet without authentication in order to
connect to the following services:
perform a test of Internet connection,
Microsoft system update,
“TrendMicro”, “Kaspersky” and “Clamav” antivirus update,
check Mozilla version and its modules,

These exceptions to the authentication process (trusted Web sites) can be set via the ACC (cf. §3.8.a)

microsoft.com, msftncsi.com et windowsupdate.com
trendmicro.de et trendmicro.com

update.nai.com, akamaiedge.net et akamaitechnologies.com
clamav.net
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11.3. User sheet

An Internet access control is deployed in your organisation with|

the ALCASAR portal. Run your Web browser and try to connect

Elo aldecighered Website (HTTP). The following window will be
isplayed.

To %p}e]n an Internet session, you must be authenticated with the

following page. Both fields are case sensitive ("smith" and

"Smith" are two different users).

rexy

Access Control

_i.
é’)&j Access control

If you want to change your password or install
ALCASAR certificate in your Web browser.
You can display this page with the following

@ : _ URL: « http://alcasar.localdomain ».
Open an Internet session Open an Internet session

Mo Internet consultation session is
actualy open an your system

Install ALCASAR AC Certificate |

=
)
r‘m/ Change your password

login
is successful, this new tab appears. It allows you to logout from|
ALCASAR (closing connection). This window provides information
on your account permissions (lease time, download limits,
connections history, etc.).

If you close this tab, you will be automatically disconnected.
You can also log out with the URL "http://logout” in your browser
address bar.

also
The following Webpages can be displayed:

Access to the page has been geniea

because the foliowing virus was detscted

ClamAV: Eicar-Test-Signature

Pawsrad by HAVE + clama
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Successful authentication.
Welcome
Martin Jean-Claude

Closing connection

Max Session Time unlimited
Max Idle Time unlimited

Start Time 23/03/2017 & 23:20:02
Session Time 03s

Idle Time 02s

Downloaded 26.91 Kilobytes
Uploaded 3.44 Kilobytes

Your last 3 connections

23 Mar 2017 - 23:19:59 - (logged)
23 Mar 2017 - 21:53:05- (1 h 21 m 19 s}
23 Mar 2017 - 21:33:06 - (0 h 19 m 39 5)

The ﬁortal embeds a WEB flow antimalware and a website filtering to prevent unauthorised web browsing. It
elps to know if there is a problem with the Internet connection (hardware failure or ISP network failure).

A‘g’\, ACCESS UNAVAILABLE

REQUINGS WEE S8 | www,GOOgITF (2218gErY ; I18_bu)

@. o porn s e s i bt s v
(—)
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